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Abstract

In this paper a WLAN network that accesses the Internet through a GPRS network was implemented and tested. The
proposed network is managed by the Linux based server. Because of the limited facilities of GPRS such as dynamic IP
addressing besides to its limited bandwidth a number of techniques are implemented to overcome these limitations.

Dynamic Host Configuration Protocol (DHCP) server was added to provide a single central control for all TCP/IP
resources. Squid Proxy was added to provide caching of the redundant accessed Web content to reduce the Internet
bandwidth usage and speeding up the client’s download time. Network Address Translation (NAT) service was
configured to share one IP address among several different systems. In order to accomplish a secure channel to
exchange data between two network devices, the Secure Shell (SSH) protocol was added.

The first test shows that the data transfer rate at different time intervals of the day found to be an average of 10.95
Kbps for uploading and 13.7 Kbps for downloading and the second test shows that the network performance improved
when squid proxy cache was used. The data rate found to be 143.3 Kbps average for uploading rate and 376.6 Kbps

average for downloading rate.
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1. Introduction

Wireless Local Area Networks WLANSs offer
high data rate Internet protocol network
connectivity using the Industrial, Scientific and
Medical (ISM) band which is license free radio
frequencies, but problems of limited coverage
area still exist. WLAN networks are mainly an
indoor environment for low mobility and high
speed applications. The bit rate of IEEE 802.11b
standard can achieve 11 Mbps, while the 802.11g
standard can achieve data rate up to 54 Mbps [1].

Cellular operators are already capable of
providing wide coverage area with cellular
technologies, with the same wide spread coverage
as voice services. Besides that, cellular operators

have a large customer base which put them in a
good position to complement the service offering
by WLAN.

General Packet Radio Service (GPRS) is a
cellular operator service that supports increased
demand for Internet services over a wide area
besides the mobility needed. GPRS is a wide area
data solution, but it is not able to support the high
data rate required for various applications due to
its limited bandwidth.

In this work, an integrated WLAN combined
with GPRS network system was implemented and
tested to access the internet based on GPRS as a
service provider. The rest of the paper is
organized as follows. Section 2 describes the
GPRS network architecture. In section 3 both
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server implementation and client configuration of
the proposed system architecture discussed.
Section 4 deals with network assessment and
finally section 5 lists some concluding remakes.

2. GPRS Network Architecture

GPRS is a packet-based data bearer service for
wireless communication data transfer that is
delivered as a network overlay for GSM, CDMA
and TDMA networks. Theoretical maximum
speed of GPRS is up to 171.2 kbps [2].

Packet switching means that data is split into
packets which are transmitted separately and then
reassembled at the receiving end. However,
packet switching means there is no dedicated
circuit assigned to the GPRS mobile phone [3]. A
physical channel is established dynamically, only
when data is being transferred. Once the data has
been sent, the resource (a timeslot on the air
interface) can be re-allocated to other users for
more efficient use of the network.

GPRS attempts to reuse the existing GSM
network elements as much as possible, but in
order to effectively build a packet-based mobile
cellular network, some new network elements,
interfaces, and protocols that handle packet traffic

are required. The existing GSM compatible
devices do not handle enhanced interfaces, and do
not have the ability to packetize traffic directly.
Either voice or data traffic is originated at the
subscriber terminal, which would be transported
over the air interface to the Base Transceiver
Station (BTS), and from the BTS to the Base
Switching Center (BSC), in the same way as a
standard GSM call. However, at the output of the
BSC, the traffic is separated to voice which is sent
to the Mobile Switching Center (MSC) per
standard GSM, and data is sent to a new device
called the Serving GPRS Support Node (SGSN),
via the Packet Control Unit (PCU) over a frame
relay interface.

The SGSN can be viewed as a packet switched
MSC that delivers packets to mobile stations
within its service area. SGSNs send queries to the
Home Location Register (HLR) to obtain profile
data of GPRS subscribers. SGSNs detect new
GPRS mobile stations in a given service area,
process registration of new mobile subscribers,
and keep a record of their location inside a given

area [4].
The elements of a GSM/GPRS network are shown
in Figure (1), where the special GPRS

communication interfaces are indicated.
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Fig. 1.GPRS Network Architecture [5].

3. Proposed system Architecture[6]

Figure (2) shows the network components
which consists of a switch used to connect the
private network under test with its private range
of IP addresses defined by the server and one
access point attached to the switch in order to

enable client’s hosts attending the network
through Wi-Fi. To set a GPRS connection for the
network a mobile station is used and configured
by the server, hence establishing Internet
connection via GPRS by using the mobile device
as modem.
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Fig. 2.Actual Implemented and Tested Network.

The system implementation is divided into two
steps:

3.1. Server Implementation

GPRS connection is established by using
mobile device connected to the server via a USB
cable or Bluetooth as shown in Figure (3).

file Edit View Terminal Tabs Help

root@wlan-based-on-gprs-laptop:~# wvdial DATA

--> WvDial: Internet dialer version 1.60

--> Cannot get information for serial port.

--> Initializing modem.

--> Sending: ATZ

ATZ

oK

--> Modem initialized.

--> Sending: ATDT*99***1#

--> Waiting for carrier.

TOT*99***1#

CONNECT

~[7f]}#@!}!} } }2}#)se#}!}s)s\}"}&} }*} } g%~

--> Carrier detected. Waiting for prompt.

~[?f]}*@ 3} } y2}#)se#}!}s)E\}"}&} }*} } gl
PPP negotiation detected.

--> Starting pppd at Wed Jul 7 12:39:05 2010

--> Pid of pppd: 8984

--> Using interface ppp®

--> local IP address 10.2.174.11

--> remote IP address 10.6.6.6

--> primary DNS address 209.8.244.2

--> secondary DNS address 209.8.244.18

Fig. 3.Establishing Internet Connection.

rootEwlan-based-on-gprs-laptop: ~
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10.66.77.3
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The network is managed by the Ubuntu Linux
server. The server is implemented by configuring
the DHCP server. It is used to configure all client
machines in exactly the same way by configuring
them to use the DHCP server. It is also much
more reliable than manual TCP/IP management,
because the DHCP server is designed to manage
its IP pool and the lease periods so that never get
two hosts using the same IP address at the same
time.

DHCP server lease the address to the client for
a specified time, a test to the server was done as
shown in Figure (4).

lease 10.66.77.4 {
starts 3 2010/10/13 14:46:38;
ends 4 2010/10/14 14:46:38;
cltt 3 2010/10/13 14:46:38;
binding state active;
next binding state free;
hardware ethernet 00:23:8b:4f:40:8d;
uid "\001\000#\2130@\215";
client-hostname "Zeyna-PC";

Fig. 4. DHCP Server Leases File.

One of the client IP lease that was offered by
DHCP server to a client with the host name
Zeyna-PC. This test confirmed that DHCP service
was configured correctly.

Squid proxy is used for authorization and
controlling the Web pages filtering. It provides a
control point for restricting which of external Web
sites can be reached. Authorization is needed to
prevent unauthorized users to access the Internet
especially through the access point. Besides that
squid proxy is mainly used to provide Web page
caching. It caches the commonly accessed Web
and FTP content locally, thereby reducing the
Internet bandwidth usage and speeding up client’s
download time.

Squid was checked by viewing the access.log
file which provides a valuable source of
information about Squid workloads and
performance. The logs record contains not only
access information, but also system configuration
errors and resource consumption (such as
memory, disk space). As shown in Figure (5).

Fig. 5.Access.

In order to effectively configure the Linux
server to operate as router, packet forwarding is
enabled, in order to forward the incoming packets
on one interface to another based on the packets
destination address. Each interface must be
configured with a unique IP address. If two
networks use separate media (Ethernet, PPP,
other), packets are automatically transformed to
match the other medium’s specification.

IP tables rules are added to force all the TCP
traffic inside the private network with the
destination port 80 to be redirected to port 3128,

Log File.

squid’s specified port of the server besides
enabling NAT/IP masquerading in order to
activate Internet sharing among the private
network computers.

To test if NAT works properly would be on the
clients' side, as the clients can access the Internet
provided by the server. This means that the added
rules worked correctly.

Open SSH is an open source implementation
of the SSH protocol suite that provides encrypted
communication sessions over a computer
network, enabling remotely controlling a
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computer or transferring files between computers
securely. Traditional tools used to accomplish
these functions are insecure and transmit the
user’s password in clear text when used.

For security consideration, Open SSH would
listen for the incoming TCP connection on port
8381 instead of its default TCP port 22. Open
SSH server is configured to enable public key
authentication so that the generated keys could be
either DES or RSA.

In order to access the Open SSH server
remotely besides its local access, both the Open
SSH server and clients should get IP address from
the public range of IP addressing, therefore and
for testing purposes Hamachi software is
suggested.

Hamachi is a zero configuration VPN
application capable of establishing direct links
between computers that are behind NAT firewalls,
in other words, it establishes a connection over the
Internet that emulates the connection that would
exist if the computers were connected over a local
area network [7].

Hamachi is a centrally managed VPN system,
consisting of the server cluster managed by the
vendor of the system and the client software,
which is installed on end user computers. Client
software adds a virtual network interface to a
computer each client establishes and maintains a
control connection to the server [7].

In order to test Hamachi, and check if it was
installed, configured and would work properly at
the server host, ifconfig command was used
which displays information on all network
interfaces configured in the Linux kernel
information such as an interface, netmask and the
IP address.

Link encap:Ethernet HWaddr 8a:ad:43:a2;a6;eb
inet addr:5.18.166.135 Bcast:5.259.255.255 Mask:255.0.0.0
UP BROADCAST RUNNING MULTICAST MTU:1200 Metric:l

RX packets: 12 errors:0 dropped:0 overruns:0 frame:0
TX packets:20 errors:9 dropped:® overruns:® carrier:9
collisions:0 txqueuelen: 560

RX bytes:910 (916.0 B) TX bytes:2953 (2.9 KB)

Fig. 6. Hamachi Virtual Network Interface.

As shown in Figure (6), ham0 was created
which assigned a class A public IP address that is
5.18.188.135 with network mask 255.0.0.0.

Open SSH test was done by executing the
command netstat, which returns the network
information. This command was issued to check if
the server is listening for incoming connections as

shown in Figure (7) the SSH server port was
listening and working on 8381 port with process
ID 5493.

Fig. 7.Checking SSH Server.

3.2. Client Configuration

Clients’ computers could be either Linux based
or windows based operating system. Clients are
configured according to the server settings in
order to benefit from its services. Each client is
assigned a unique IP address provided by the
DHCP server besides other parameters.

Each client was assigned a unique IP address
provided by the DHCP server. As shown in Figure
(8) and according to the DHCP server
configuration the client got the following
parameters, the connection DNS suffix is
lab4.local, the IP address that was provided by the
DHCP server is 10.66.77.4, the lease time that
allocated to this client IP address, the DHCP
server IP address and the DNS server which are
the DNS server used by the mobile network as the
Internet connection was established.

4 Local Area Connection Status X3

General

|
| Connection | L

Network Connection Details

Network Connection Details:

Property Value 2
Connection-specffic DN lab4 Jocal

Description Realtek RTL8102/8103 Family PCI-E
Physical Address 00-23-8B-4F-40-8D

DHCP Enabled Yes

IPv4 IP Address 1066.77.4

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Sunday, October 31, 2010 1:48:28 AN _
Lease Expires Monday. November 01, 2010 2:12:53| "
IPv4 Default Gateway 10.66.77.3

IPv4 DHCP Server 10.66.77.3

IPv4 DNS Servers 20982242

209.8.224.18
IPv4 WINS Server
NetBIOS over Tepip En Yes
Linkdocal IPv6 Address fe80::5c48:6f58:aba5:6/91%10
IPv6 Default Gateway -

< m ’

| Close

Fig. 8.DHCP Service Test.
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The clients’ browsers are modified according
to the squid proxy setting. Squid proxy port
besides its IP address are set by the clients, if the
clients did not set these parameters, no Internet
access would be available.

Clients should prove their authorization by
entering a valid username/password as shown in
Figure (9). Username is case insensitive spelling.

Connect to 10.66.77.3 L

=
o\ |

The server 10.66.77.3 at WLAN-GPRS Squid proxy-caching
web server requires a username and password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: € third_user -

‘ Password: sevsse

v |Remember my password

Fig. 9.Squid Authentication Announcement.

After authentication process, clients could
access the Internet within the squid’s rules.
According to which time specification is allowed
for Internet access, otherwise Internet access
would be rejected by the proxy as shown in Figure
(10). Besides time specification, access to Internet
would be limited to particular web pages that may
adversely affect the bandwidth and would be
block downloading .wav or .avi file or
www. hacker.com web page.

ERROR
The requested URL could not be retrieved

Actess caetrolconfiguration prevents you request from being alloned atthis tim. Please contactyour emvice ronider  you foel his s ncemect
Your cache admilstate t eng znahlermetganic

AGKEME! 03N

(eneeated Wed, 20 Oct 2010 21:14:18 G by wian-based-on-rs-fantop (squd 2.7 STRRLED)

Fig. 10. Client’s Request out of Allowable Time was
Rejected.

Private Shell, Puttygen and Putty software are
installed at clients’ windows based computers in
order to access the SSH server within the SSH
tunnel. Only specified clients are allowed to
access the SSH server those clients have to be
configured with SSH server IP address and port.
Features provided by the SSH server are:

a- Forwarding GUI programs: SSH can forward
graphical applications over a network, extra
software is required to forward programs to
windows based operating system such as
xming software. Xming is windows based X11
server/client software is downloaded and run at
clients’ host. As shown in figure (11)
forwarding firefox application.

e £ Yew Mgy fodmala Db U

JERE R A [reerew—" g
B veVeted® (PGesngtianed 5 Ltet headoes™

S

Googie

I S|

Fig. 11.Forwarding Firefox Application.

b- Dynamic port forwarding: Which would turn
the SSH client into a SOCKS proxy server.
SOCKS is a little known but widely
implemented protocol by which any Internet
connection request is done through a SOCKS
proxy server, which encrypts the requested
data.

In order to ensure that the traffic within the
SSH tunnel is encrypted, the Wire shark software
is used to sniff the packets. As shown in figure
(12), a sample of captured packets through the
SSH tunnel.
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Fig. 12.Plain and Encrypted Packets within the SSH
Tunnel.

4. Network Assessment
4.1. GPRS Data Transfer Rate

The data transfer rates are tested by uploading
data to another network and downloading data
from the same network. The GPRS getaway limits
the uploading rate to approximately 40 Kbit/s and
the downloading rate to approximately 60 Kbit/s.

The tests are done at the server computer
which means that the tests are directly through
GPRS connection. The data is transferred to
www.testmy.net. The uploaded data size is 1013
KB and the downloaded data size is 1024 KB.

The data transfer rates are calculated using the
equation:

((data size in bytes) * 8 / transfer time in seconds)
/1000 to get the transfer rate in Kbit/s

Four uploading and downloading tests are
performed at different times of the day, The
average uploading data transfer rate was 10.95
Kbit/s and the average downloading rate was 13.7
Kbit/s. Figure (13) depicted GPRS transfer rates
for both upload and download.

GPRS Upload Data Transfer Rate

~— GPRS Upload rate

10 12 14 16 18 20 2 24
Time/Hr
GPRS Download Data Transfer Rate

—+— GPRS Download rate

throughput/kbps
@ = S

2l

)
o}

throughput/kbps

Fig. 13.GPRS Upload and Download Data Transfer
Rates.

The results of uploading and downloading tests
show that the GPRS bandwidth variation due to
the signal fluctuations and the network traffic
generated by other users especially at the network
peak time within the period from 11:00 am — 4:00
pm. The average uploading and downloading data
transfer rates are lower than the theoretical rates.

4.2. Network Performance Test

Performance test is done at the network in
order to monitor how the GPRS connection at the
server can handle the traffic generated by users
and how Web browsing is affected. The test is
performed by loading Web sites at the server and
then requesting the sites at the client's host in
order to test the operation of Squid Proxy cache
and its performance enhancement. Fig.(14) shows
the loading of www.ivsl.com site.

The site is loaded within 25 seconds with
maximum downloading rate 6 Kbit/s and
maximum uploading rate 5 Kbit/s. This site
includes an image.
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Fig. 14.Loading the Site at the Server’s Host.

As the client requested that site, it was loaded
within 4 seconds with maximum downloading

000, KiBfs

8000 Kibfy

00,0 Eibly

050 Kl -+

200.0 ERYs ¢

(1] [ jp—

rate 850 Kbit/s and maximum uploading rate of
150 Kbit/s. as shown in Figure (15).

& secands 50 W

» » 18

Fig. 15.Loading the Site at the Client’s Host.

The network performance test reveals the
importance of squid proxy existence. As the
clients’ requests could be loaded from the squid’s
cache if they were saved, this defiantly enhances
the network performance.

5. Conclusions

Throughout the work a WLAN based on GPRS
network to get access to the Internet was designed
and implemented, the following remarks are
concluded:

a- Accessing the Internet via a GPRS connection
by the mobile station has many benefits such
as smaller in size, easy to install, costless and
mainly its wide coverage area especially for
places that have no Internet provider available.

b- Due to the lack of available Public IP
addresses that was required for the server and a
specific clients in order to establish the SSH
tunneling, Hamachi software was suggested to
enable access to the server from remote clients.

c- In order to overcome the limitation of GPRS
bandwidth provided by the mobile network
operators,  Squid proxy server  was
implemented to enhance the network
performance. Besides its caching Squid Proxy
Server restrict the users’ activity while

accessing the Internet by blocking some of the
download features and specific sites.

d- Security considerations were paramount in the
implemented network, that rely on three
points:

e- Squid proxy server was configured to perform
authentication process before allowing access
to Internet, therefore any clients that does not
belong to the network would not be able to
attend the network and access the Internet.

f- By using SSH with Hamachi, a secure VPN
was set up between remote clients and the
Linux server.

g- By applying SSH with SOCKS proxy, the
Internet traffic would go through a SOCKS
proxy. This supports the security by having
data encryption.
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