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Abstract:

This paper presents a fully computerized method to backup the router
configuration file. The method consists of a friendly graphical interface programmed

by Java programming language.

The proposed method is compared with the two existing methods, namely: TFTP
server method and Copy/Paste method. The comparison reveals that the proposed
method has many advantages over the existing ones. The proposed method has been
implemented on Cisco routers (series 2500, 2600 and 2800).
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I ntroduction:

Communication between different
networks requires special networking
devices caled routers (Fig.1). The
purpose of a router is to examine
incoming packets (layer 3 data),
choose the best path for them through
the network and then switch them to
the proper outgoing part [1]. This
means that routers are the most
important traffic-regulating devices on
large networks .In short routers let
virtually any type of computer
communicate with any other computer
anywhere in the world [2]. Routers
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reguire configuration before
performing the above function.
Configuration includes the followings
[3]:

Password setting.

Routing protocols setting.

Routing tables setting.

IP  Addresses of the

interfaces.

Access lists setting.

Advanced security setting.

AII these settings are saved under
one file (called configuration file).
This file is stored in a nonvolatile
random access memory (NVRAM),
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which retains content when the
router is powered down or restarted
[4].

To configure the router, we have to
first establish a connection with the
router (hardware side) and second
use a special application (software
side) to define the above settings.

Hardware sde:

Fig.2 shows the connection parts
of a Cisco router. As can be seen,
two management ports are existed:
the Console port and the Auxiliary
port. Most network administrators
preferred the console port because it
displays router startup, debugging
and error messages by default. To
connect to the console port with the
PC a rollover cable and an RJ45 to
db-9 adapters are used as shown in
Fig.3.

Software side:

To define the parameters of the
configuration, the user has to use a text
or graphic mode interface. The
application that  provides these
interfaces called terminal emulation
applications .Table.1 lists the available
emulation for the wel known
operating systems. Fig.4 shows the
hyper termina emulation used by
Microsoft operating systems. The
literature [5] suggested two methods to
create the configuration file: using the
setup mode and using the command
line interface (CL1). Setup mode is not
commonly used because of the limits
in what the user can actually configure.

In the CLI mode, the commands
are entered by the administrator and
executed one line a a time. The
results of execution are stored in the

RAM of the router and caled a

running configuration, which can be

saved on the NVRAM with any
name and extension. Literature refers
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to this file as a startup configuration
file.

The administrator may spend a
long time when configuring the
router, so it is recommended to back
up the startup configuration file.
Cisco's experts presented two
methods to backup the startup file:

Using Trivial File Transfer

Server.

Using Copy/Paste.

The first method is smple and
quick, but it requires special software
to be installed on the PC and also
requires an Ethernet  connection
(network connection) between the
Ethernet port of the PC and the
Ethernet of the router. This connection
can not be established without a
previous setting of IP address of both
ports.

The second method does not
require a special software or Ethernet
connection, but it is time consuming
and needs a human intervention.

The purpose of the present
work is to suggest a smple, quick and
fully computerized method to back up
the configuration file without the need
of an Ethernet connection and any
gpecial software. In the following
sections, we will describe and analyze
the above two methods using Windows
XP [6] as operating system.

TFTP Server Method

This method includes the following

sequential steps:

1. Connect the Ethernet port of the
PC with the Ethernet of the
router using cross-over UTP
cable.

2. Assgn the IP address of the
Ethernet port of the PC.

3. Ingtal the TFTP server software

on the PC.
4. Execute the Hyper Termina
Emulator on the PC.
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5. Go to the global level and assign
the IP address of the Ethernet
port of the router.

6. From the privilege level, issue
the command :

Copy run TFTP

The above steps will save a
backup copy of the running
configuration file on the TFTP
server. The restoring process is
done by repeating steps 1
through 5 then issue the
command

Copy TFTP run.

Copy/Paste M ethod
This method consists of three parts
(capturing, filtering and restoring):

Part  One Capturing  the

configuration file

1. Open the Hyper Termina
Emulator with default setting
(baud rate=9600 bps, 8 data-
bits, no parity, 1 stop-bit, no
flow control [7]).

2. Go to the privilege level by
using enable command.

3. From the transfer menu, click
capture text.

4. Specify the name for the text
file to save the capture
configuration.

5. From the sub menu of the
capture text click start.

6. Display the current
configuration by entering (at
the prompt) show run.

7. Press the space bar when each
—More- prompt appears, which

continues with the
configuration until the end is
reached.

8. When the complete

configuration has been
displayed, select the stop from
the sub menu of the capture
text.
After completing the above steps,
al the displayed information will
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be saved on hard disk under the
name specified in step 4.

Part Two: Editing thefile

In this pat, the network

administrator can perform the

following:

1. Filtering the capturing file by
removing the lines that will
cause errors when executing the
file.

2. Adding comments to the file by
beginning lines with an
exclamation mark (!).

3. Adding some necessary
commands, like no shutdown
a the end of each of the
interface section.

The lines that must remove

include:

show running-config

Building configuration...
Current configuration:

- More -

Any lines that appear after the
word End.

The administrator can use any text
editor (like Notepad) to edit the file
and then save the clean version of
the configuration file.

Part Three: Restoring thefile

This part includes three operations:

erasing the startup configuration file

(from the NVRAM), restoring the

clean configuration file (from the

hard disk) and copying the clean file

to the NVRAM through the console

port. These operations can be

achieved by the following steps:

1. From privilege mode, issue the
command erase start.

2. From privilege mode, issue the
command reload.

3. Go to global level (by entering
Conf T).
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4. In the Hyper Terminal window,
select Text File from Transfer
Menu.

Select the name of the clean file.

The lines of the file are entered

into the router as if they are

being typed (stored in the RAM).

7. Exit the globa level by pressing
CTRL+Z.

8. From the privilege level, copy
the running configuration to the
NVRAM with copy run start.

9. In order to check for changes to
take effect the router must be
reloaded. By issuing reload
command from hyper terminal.

The above procedure reveals that
Copy/Paste method is tedious and
reguires human intervention in every
step of the three parts. This of course
makes it subject to several errors,
like missing or error typing. Also
some literature suggested to use
object originated programming for
router configuration in terms of
modular design but «ill  have
limitation of using CLI[8][9][10].
The Proposed M ethod
We use Java programming language
to implement a friendly graphical
user interface (GUI), as shown in
Fig. 5This interface including
scrollable text area, six buttons, and
status bar. Clicking on any of the
buttons will result in executing one
or more Java objects to perform
certain functions. Before using the
program the PC must be connected
to the Console port of the router
using rollover UTP cable with
default setting.

Bellow is adescription of how to

use the proposal method:

o Ul

Execute the program by
double clicking its icon
(Fig. 5 will be displayed).

Click the capture button to
display the content of the
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current configuration
(running configuration), the
status bar indicates that the
capture is done (Fig. 5). In
compare with the
Copy/Paste method, one
click on the capture button
is equivalent to the 8 steps
maintained in part one.

The filter button is used to
filter the captured file by
removing the extra lines.
The filtered content is
displayed on the text area
and the status bar indicates
that the Filtering is done
(Fig. 6). This step is
replacement of tedious task
for removing extra lines;
that is done by the program
not by the administrator.
Click the edit button to add
extra commands or
comments, this button is
used to Toggle
(enable/disable) the editing
in the text area; the status
bar indicates whether the
text area is editable or not
(Fig. 7). The text editor
included in the program and
not requires third party
programs (such as text
editor).

The send button is for
saving the clean file to the
NVRAM of the router.
Using the default
configuration  file name
(Router-Config) and the
status bar indicate that the
sending is done. In compare
with the Copy/Paste
method, one click on the
send button in he proposed
method is equivalent to the
first 8 steps maintained in
part three in Copy/Paste
method (Fig. 8).
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The save button is for
saving the clean file to the
hard disk, the administrator
will choose the backup file
name and in  which
directory the saving is done.
The status bar indicate that
the file saving is done (Fig.
9). The filtering, edit, and
saving buttons in the
proposed method are the
replacement of part two in
Copy/Paste method.

The reload button is
designed to reload the
router. It is equivalent to
use reload command from
the hyper terminal, but we
add it to enable the user to
perform reloading without
using the Hyper Terminal
Emulator. i.e., replacement
of step 9 maintained in part

work with friendly GUI and
easy to use.

2. The proposed method has the
following advantages over
TFTP Server method:

It dose not require the
Hyper Terminal
software.

It dose not require an
Ethernet connection
between the PC and the
router.

It dose not require a
special software such as
a TFTP server software
and text editor.

3. The proposed method has the
following advantages over
Copy/Paste method:

It dose not require the
Hyper Terminal
software and text editor.
It is very simple and

three in Copy/Paste method. quick.
_ - It istime conversing.
Conclusions - The administrator dose
_ not requires entering
1. A fully computerized method to any command to
backup the router configuration perform the backup
file has been proposed in this operation.
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Console

I I
RAMDIMMs  CPU

| |
Flzsh SiMM  Boot ROM

Paower Supply

Fig. 1

Internal Configuration of the Router

LFasEthamatJ Console Auxiliary Powrar Power Cord
Porls Port Por Switch Connection

Managment Ports

Fig. 2

External connection of 2600 routers
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Console Port RJ-45
Connecior

Rollawer RJ-45t0 DB-9 Computer
Cable Aclapter
Fig.3

Console Port to Pc Connection

“& MIY - HyperTerminal
File Edit “iew Call Transfer Help

-D = & e

Disconnected Auto detect Auko dekect SCROLL CAFS | rM

Fig. 4

Hyper Terminal Emulator Program
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] ComputerizedCiscoFileManagment

File Help

{:amure§|| Filter || Enable Text Arae ! Send To NWRAM | S ove Backup Hie || Reload |

|»

noip address

shutdown

|

ip classless

no ip hitp server
|

|

|

line can 0

--hore--
transport input none

line aux 0

line vty 0 4
login
I

end

Capturing Runnig Configuration is done

Fig.5: Capturing the Running Configuration of the Router

2 ComputerizedCiscoFileManagment

Capture || Filter || Enable Text Arae || Send To NVRAM || Save Backup File || Reload |

interface Serialdi
no ip address

shutdown

|

ipclassless

no ip hitp server
|

|

|

line con 0
transpoart input nane

line aux 0
line vty 0 4
login

|

end -
[The Configuration is UnEditable

Fig. 6: Filtering the Captured Configuration of the Router
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% ComputerizedCiscoFileManagment

File Help

Capture || Filter || Enable Text Arae || Send To NWRAM || Save Backup File || Reload |

interface Serialon

noip address

shutdown

lthiz line is added by preesing Enable Text Area Buttan
ipclassless

no ip hitp server

|

|

|

line can 0
transpart input none

line aux 0
linevty 04
login

!

ehd
The Configuration is Editable

Fig. 7: Enablethe Text Area

& com puterizedCiscoFileManagment

File Help

Capture || Filter || Enable Text Arae || SendTuN_VRAM" Save Backup File || Reload |

ergion 12.1

senice timestamps dehug uptime
senice timestamps log uptime

no service password-encryption

|
hostname Router
|

Sending Configuration To NVRAM is Done

Fig.8: Sending the Configuration to NVRAM
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& com puterizedCiscoFileManagment A=
File Help

Capture | Filter ‘ Enable Text Arae | Send To NVRAM ‘ Save Backup File | Reload

ﬁ:ﬁ Save

Save In: ‘Ij comserial - ‘ @ @ @ e E
ersion 12.1
[ bak [y comserial.jar [ TMPZ.txt
pemedraesia [ classes D comserial.jar~ D WINF2COM.DLL
senice timestan] | STC [} comserialjpx
' D after.txt D comserial.jpx.local
iRl R D COMM.JAR D comserialjpz.local~

D communication.library D comserial jpx~

D comserial-linux D comserialiW.exe
hostharme G

D comserial-mac D Config.t=t

D comserial-solaris D TMP

D comserial.exe D TMP2

File Hame:  |MIY.CONFIG |

Files of Type: | All Files -

Save H Cancel |

ip subnet-zero

| -

Saving The Configuration File

Fig. 9

Saving the Configuration to Hard disk

PC Operating System Software

i Windows 95, Windows 98, Windows NT, HyperTerminal (included with Windows
Windows 2000, Windows XP, Windows Me | software), ProComm Flus, TeraTerm
Windows 3.1 Terminal (included with Windows software)
Macintosh ProComm, VersaTerm, ZTerm (supplied

separately)
Unisx/Linux Minicom
Tablel

List of operating systems and the terminal emulation software that may be used
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L ist of Abbreviations

CLI
GUI

NVRAM

PC

UTP

TFTP

Command Line Interface
Graphical User Interface

Personal Computer

Trivial File Transfer protocol

Unshielded twisted Pair cable
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