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Abstract

In this research work, a simulator with time-domain visualizers and configurable parameters using a continuous time
simulation approach with Matlab R2019a is presented for modeling and investigating the performance of optical fiber
and free-space quantum channels as a part of a generic quantum key distribution system simulator. The modeled optical
fiber quantum channel is characterized with a maximum allowable distance of 150 km with 0.2 dB/km at A=1550nm.
While, at 4=900nm and A=830nm the attenuation values are 2 dB/km and 3 dB/km respectively. The modeled free
space quantum channel is characterized at 0.1 dB/km at /=860 nm with maximum allowable distance of 150 km also.
The simulator was investigated in terms of the execution of the BB84 protocol based on polarizing encoding with
consideration of the optical fiber and free-space quantum channel imperfections and losses by estimating the quantum
bit error rate and final secure key. This work shows a general repeatable modeling process for significant performance
evaluation. The most remarkable result that emerged from the simulated data generated and detected is that the
modeling process provides guidance for optical quantum channels design and characterization for other quantum key
distribution protocols.

Keywords: Optical quantum channel, modeling, quantum bit error rate, quantum key distribution.

To implement QKD in real-life, ideal models
should be used to verify security proofs, which is
not the case in reality, as a noisy communication

1. Introduction

Quantum Key Distribution (QKD), the most

advanced technology in the field of quantum
information, allows two remote parties to
exchange wunconditionally secure key and
subsequently check their secrecy based on the
principles of quantum mechanics [1, 2]. In QKD
the quantum channel is not used directly to send
meaningful message. It is rather used to transmit a
supply of random bits between two users who
share no secret information in advance. The
reason for naming this channel as a quantum
channel because it is used to distribute the shared
key between two parities using ideal single
photons or high level of attenuation to reach the
quantum level of optical pulses [3].

channel in which optical fiber channels suffer
from that polarization of photons is changed with
the increase of fiber length due to the
birefringence character and free space channel
losses due to atmospheric effects and diffraction
attenuation, opening the door for different
eavesdropping attacks to be launched against
QKD systems. For this reason, the main challenge
is to implement a simulation environment to
investigate the optical quantum channel
performance. Solving this challenge will enable a
swift simulation and evaluation of the quantum
channel behavioral operation.
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The aim of this work is to model environment
GUI tool supports with time-domain plotters to
simulate the optical pulses generation and
transmission processes for individual testing
purpose to simulate both quantum channels,
optical fiber (OF) and free space (FS),
performance in QKD systems in terms of quantum
bit error rate (QBER) and final secure key
considering the limitations imposed by using
practical quantum channels. This research
presents a quantum free space channel simulator
which to the best of our knowledge, was not
considered previously within other QKD
simulators.

Few simulation efforts were reported in related
literature to develop a model aimed to investigate
the optical fiber quantum channels operation
performance. For example, Nathaniel T Sorensen
et al. have presented two approaches to simulate
the optical fiber quantum channels, first one deals
with the photons as wave packets while the other
as discrete particles [4]. Jonathan C Denton et al.
introduced a model to investigate the performance
of space-based quantum channels in QKD

systems taking into consideration the atmosphere
losses and the selection of the orbit [S]. In contrast
to the simulators mentioned above that
concentrate on the theoretical investigations
without connection to the application field, this
work aims to get the simulated information
generated and detected by real and commercially
available physical components. The most
important challenge in this work was how the
simulator can address the effects due to the

propagation of the laser pulses, optical
components functions and the behavior of
complex interacting single-photon detectors

software process present within this system.

2. The Optical Channel

Conceptual Model

Quantum

The optical quantum channel is a passive
component with one input and one output as
shown in the corresponding conceptual model of
Figure (1).

 —

Input port

Optical quantum channel

—

Output port

Fig. 1. Optical quantum channel conceptual model.

Regarding OF channel, from the conceptual
model diagram, the attenuated coherent optical
pulses that are usually used in the QKD system,
are generated via modeled pulsed laser source
which consists of two parts, Binary Pseudo
Random Sequence (BPRS) generation unit and
laser device. The modeled BPRS unit generates a
binary non-return—to-zero (NRZ) sequence of N
bits with a defined pulse repetition rate. Based on
the input from the BPRS unit, the laser source
generates Gaussian optical pulse trains with peak
optical power (Ppeqi) in the range of (pW) with
(ns) pulse duration with the possibility to support
different optical wavelengths (A). Each pulse is
generated  with  known shape, intensity,
polarization, period and global phase. To simulate
the coherent optical pulse used in this work, the
model proposed by Douglas D.Hodson [6, 7] is
used. The approximation function of the coherent
optical pulse has the following form,

E0,0) = Ege™ e 1g(0)] (o) ()

sin(a)ei®
Where |g (t)| represents the optical pulse Gaussian
shape,

32

2

lg(©| = %e‘“(“to ? .(2)

Where E, is the pulse maximum electric field,
0 is the phase offset of the pulse, « is the angle of
the vector to the x axis, @ is the relative phase
between the x and y components of the electric
field and w, is the angular frequency. The
coherent optical pulses are attenuated by the
modeled optical power attenuator (PA) and are
sent to the modeled OF quantum channel. The
propagated optical pulses will be under the
influence of fiber attenuation and polarization
rotation distortions as a result of fiber geometry
and its material characteristics. The output optical
pulses will be heavily attenuated as the
transmission distance increased. While the
polarization of the optical pulses lunched to the
fiber will be randomly rotated along the length of
the OF quantum channel by an angle () when the
linearly polarized optical pulses are lunched by
the QKD transmitter. As the inputs to the
simulation model, the following parameters were
considered, optical pulse time profile with linear
polarization as defined in Eq.(1) with Ppeqy in
(mW), transmitted A in nm, channel distance (L)
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and the attenuation constant of the fiber (per Km)
(ap). These parameters can be set by the user in
the modeling GUI tool.

For the FS channel, the incoming optical
pulses from the QKD transmitter will enter the
input port and propagate along with it. The
transmitted optical pulses will be under the
influence of all atmospheric attenuation effects
and attenuation due to diffraction. The output
optical pulses will be heavily attenuated as the
transmission distance increases. While the
polarization of the linearly polarized optical
pulses launched to space will not change along the
path. In this model, the losses due to different
atmospheric conditions such as the losses due to
atmospheric absorption and scattering (Sg¢m),
space 10ss (8propagation), Weather impairments
and finally the beam divergence losses due to
diffraction (8g;ry) will be included.

3. The Optical Quantum  Channel

Mathematical Models

This section outlines the mathematical model
of a single-mode fiber (SMF) and FS atmospheric
model that takes into account the atmospheric and
diffraction losses that are believed to be important
for the modeling of the QKD quantum channel.

A. The optical fiber channel

Fiber-based QKD systems are affected by the
attenuation which is mainly raised by the
absorption and scattering losses. Almost 90% of
total attenuation is due to scattering losses only.
With respect to the dispersion in SMF, real SMF
has a core with a semi-elliptical shape profile
rather than an ideal circular core; this, in turn,
leads to eliminate the degeneracy of orthogonal
modes and leads to different groups velocities.
This results in pulse broadening and this effect is
known as polarization mode dispersion (PMD)
[8].

In this work, the modeled OF quantum channel
has been designed as a normal SMF, not as a
polarization-maintaining  fiber.  Thus, the
polarization of the transmitted optical pulses is
randomly rotated due to PMD and drift from their
original encoded basis. In addition, the signal
attenuation effect due to OF losses is included in
the OF quantum channel model. The impact of
these types of errors on the channel performance
enhances the QBER of the QKD system and
reduce the final shared secure key.

33

The coherent optical pulse defined in Eq. (1)
represents the input to the OF quantum channel
model. For a non-dispersive medium; 6 will be
constant at all spatial points z, .i.e., assumed (0
degrees) in this work. For the sake of simplicity,
|g(t)| the term is not considered for the next steps
in this model. From the coherent optical pulse
representation, the signal parameters that will be
affected by the OF quantum channel are E, and
Ainc.-

To find the behavior of the transmitted optical
pulses after passing through the OF quantum
channel, the following operation on the coherent
optical pulse Jones matrix will be carried out
taking into account the amount of the attenuation
coefficient and its relation to the transmission
distance in addition to the effect of the random
polarization variation by an angle (39).

Bor = Eye™™0e/% g0l
cos (Ajpe. + 0 —(ap/kmL)
[ . (@in. )dr] \/10 10 ...(3)
sin (. + 9)et
Thus, the optical signal form at the OF quantum
channel output port will be as follows:

EOF = Eo(“p)e_i(wot)ej9|9(t)|
cos (Ajpe. +9)

[ ) (@) ...

sin (.. +9)e

B. The free-space quantum channel

As a solution to the attenuation caused in the
fiber- based QKD systems, a free space channel
allows greater communication distances because
the atmosphere has low absorption in certain
wavelengths. In addition, the atmosphere has a
nearly non-birefringent character which ensures
the conservation of the photon’s polarization state
[9, 10].

The modeled FS quantum channel is
characterized at 0.1 dB attenuation per km at A
=860 nm. In addition to the very low attenuation
level feature at this A, the commercial single-
photon detector (SPD) operating within (600-
900nm) window show  better operation
performance with higher quantum detection
efficiency reaching 70%. In this model, the
channel transmittance model must take into
consideration all impairments that affect the
performance of the FS quantum channel for better
simulation of the behavior of a terrestrial FS
quantum channel. In this model, the losses due to
different atmospheric conditions such as the losses
due to atmospheric absorption and scattering,
space loss, weather impairments and finally the
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beam divergence losses due to diffraction will be
included.

The main source of attenuating of the optical
signals transmitted through the FS quantum
channel is the absorption and scattering due to
dust, aerosols, carbon dioxide, etc. [11]. The
propagated light photons will interact with the
atmospheric particles which lead to scatter and
absorb part of these photons [12]. Thus, the
amount of the optical power received at the
detector will be investigated by Beer-Lambert
Law which relates the optical signal transmittance
to the length of the FS link as follows [11],
Pg = Pre 9P ...(5)
Where OD is the optical depth, P and Pr are the
received and transmitted power respectively [12],

“ Thinie = Ii—R =e 0P .. (6)
T

Where Ty, is known as the transmittance of the
link which defines the amount of the transmitted
light power along the channel [11].

The atmospheric attenuation coefficient
(a()) is related to this atmospheric transmittance
by [12],

Tiink = e 7PL

(7
The overall o(4) will sum up all the absorption

and scattering coefficients within the atmosphere

[11,12],

() = 0,(D) + 0y (D) + Ba(D) + (D) ...(8)

Where first two terms show the aerosol and
molecular absorption coefficients, respectively,
and the last two terms are the aerosol and
molecular scattering coefficients, respectively. As
a result, the total attenuation losses for the
transmitted optical beam in dB can be calculated
as [11, 12],

5propagation = —101log1¢ Tiink

...(9)
To calculate the attenuation of optical signal
propagating through FS quantum channel due to
atmospheric effects, the channel attenuation
(64¢m) in (dB/km) can be expressed as [11, 12],

1 P
Satm =21010g(i) ...(10)

a(A)L

 Squm =710loge .. (11)

Finally, the diffraction-limited beam divergence
loss in dB can be defined as [10],

Saipy = —101ogo[ (e—znza? -

e—Zaf)(e—Zyrza,Z. —_ e_za%)] (12)
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Where

_ ber _ Ry _ _ 24
yt,r = Rer’ ot,r = wer w; = Ry and w,. = TR
[10]

Where the subscript ¢ refers to the transmit
telescope and r is the receive one that are used in
free space QKD systems. R and b are the primary
and secondary mirrors radii, respectively, wy,
refers to the beam radius at the transmission or
reception side.
Thus, the total channel attenuation is given by [9,
10],
6total = apropagation + 6atm + 5diff + 5det

... (13)

Where §,4,; is the single-photon detection
efficiency of the SPD.

A list of all the required parameters as inputs
to the simulation model is found in Table 1. The
telescope’s primary and secondary mirror radius
in addition to &propagation are taken from SILEX
experiment and Tenerife's telescope [9, 13, 14]
that are considered as global standard experiments
for FS- QKD systems. L and 84, can be set by
the user in the modeled GUI tool.

Table 1,

Input parameters for FS quantum channel
modeling

Parameter Value
Ppeak 1 mW
A 860 nm
telescope’s primary mirror 50 cm
radius

telescope’s secondary 5 cm
mirror radius

beam radius at the 50 cm

transmitter

For L=50km 4 cm
For L=100km 7.75cm
For L=150km11.62cm
70% @ A=860 nm

beam radius at the receiver

Single-photon detector
efficiency

Spropagation 1dB

To find the behavior of the transmitted optical
pulses after passing through the FS link, the
following operation on the transmitted coherent
pulse Jones matrix will be carried out taking into
account the amount all attenuation effects,



Adil Fadhil Mushatet

Al-Khwarizmi Engineering Journal, Vol. 17, No. 2, P.P. 31- 44(2021)

EFS = Eye~'Wote 0| g (1)
[ Cos (ainc.)

o] Grota)

sin (ay,,)ei® ...(14)

4. The Structured Flow of the Modeling
Process and the Methodology Used

The purpose of optical quantum channel
modeling is to efficiently relate the system’s
practical considerations, software design with the
theoretical fundamentals such as the optical pulse
generation and transmission, the optical pulse
properties, the operation principles of the optical
components and the system environment
conditions. The optical quantum channel
simulator modeling process involves a set of
actions. The representation of these actions is
known as the software development model as
shown in-tier architecture in Figure (2). In this
section, the structuring flow of the software
development model that has been utilized to
implement this simulation tool will be explained
in addition to the methodology used in this
research work.

User needs analysis —‘

Y

Model specifications ]
Model design '_|V

Model venfication and

validation process

Fig. 2. Optical quantum channel simulator software.

In general, there are four actions required to
implement any programming model. Firstly, the
model specifications must be characterized,
secondly, the model design should suit the user
prerequisites, thirdly, the designed model must be
verified and tested and finally, the implemented
model must be flexible and possible to be
developed [15, 16]. Each stage will be explained
as follows:
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4.1 User needs analysis

In this stage, the user prerequisites that the
designed optical quantum channel simulator can
achieve are analyzed. The simulator requirements
focused on successfully investigate the channel
performance by estimating QBER and final secure
key for the following cases, OF quantum channel
imperfections such as the polarization rotation and
attenuation and FS quantum channel losses due to
atmospheric effects and diffraction attenuation.

4.2 Model specifications

In this stage, the inputs provided from the
simulator users with the expected outcomes will
be defined. Table 2 represents the simulator
specifications as inputs and outputs for optical
quantum channels simulators.

Table 2,
Inputs and outputs for the optical quantum
channel simulator.

Simulator inputs Simulator outputs

2 QBER

L Sifted bits rate for BB84
protocol (KEY raw)

I

4.3. Model design

According to this stage, the previous two
stages are related to the hardware components for
the simulator final design. In this work, the
modular and hierarchical approaches were used as
architecture for the simulator. Using this
approach, the user will be flexible enough to build
different implementation scenarios and the model
developer will easily modify and extend the
model. Figure (3) shows the designed model
layers that consist of three layers each with a
specific objective. The outer layer represents the
application field selected by the user. In this work,
only the QKD system for the BB84 protocol is
demonstrated. The middle layer represents the
main simulation operation phases that involve
optical signal generation, transmission and
detection. These steps were built using various
modules which consist of different integrated
physical modeled components. For example, the
optical signal preparation and generation phases
can be conducted using the transmitter module
which consists of BPRS, pulsed laser source and
PA. The last layer is established using different
physical electrical and optical components. This
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layer is considered as the construction of the
modules at layer 2. The continuous time-domain
simulation approach that was utilized in this work
was a time and computation-consuming approach

because hundreds of optical pulses will be
generated and transmitted through the system's
components.

BB&4 protocol
Generation Transmission Detection
PRS Pulsed laser source Linear polarizer Optical power attenuator

Optical fiber channel

Free space channel

Single photon avalanche detector

Fig. 3. QKD simulator reference layers.

4.4 Model
process

verification and validation

The credibility of the optical quantum channel
simulation model and its results are verified using
the known verification and validation steps. The
approach that has been used for model verification
was by running the model under different
conditions by applying inputs and checking the
outcomes [15, 16, 17]. The recorded results will
show how the model is programmed in a
sufficiently and correctly way by determining the
response of the model to the input parameters. In
this research, a Matlab compiler was used to
prove the model verification by testing the code as
recommended by Sargent and Balci [15, 16].
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For the validation technique, the approach that
was applied to the mathematical models as
recommended by Sargent [15] was established
with the help of the specialized references and
publications in the field, commercial data sheets
to define the allowed input and output limits in
addition to the desired specifications to prove that
the postulates and the theoretical concepts on
which mathematical models are based were
correct.

The methodology for the modeling process for
each component and module that was followed in
this research work is similar as shown in Figure

4).
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Collecting information about the optical quantum channel to be modeled

v

v

Mathematical model design for the
optical quantum channel to be modeled

Conceptual model design for the optical
quantum channel to be modeled

| |
v

Test the validity of the conceptual and the
mathematical models

Are the conceptual &
mathematical models
valid?

Yes

Convert the conceptual
& mathematical models
to the corresponding

y

Is the component
code is verified?

Yes \l/

Final GUI implementation

y

Is the component or
module operation validity
is acceptable?

Final optical quantum channel simulator form

Fig. 4. Modeling process steps. GUI: graphical user interface.

37



Adil Fadhil Mushatet

Al-Khwarizmi Engineering Journal, Vol. 17, No. 2, P.P. 31- 44(2021)

Final Optical Quantum Channel Simulator
5. Results and Discussion

The purpose of this section is to present the
results with the analysis of modeling the optical

quantum channel.

5.1. Simulator testing

Optical Quantum Channel

Attenuation Coefficient (dB/km) 0.2
Distance (km) 100

Optical Fiber Channel I
attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefficient=2 dB/km @ A=900 nm
attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm

Fig. 5. OF quantum channel simulator window.

The optical quantum channel model has been
implemented with a friendly GUI as shown in

Optical Quantum Channel

Attenuation Coefficient (dB/km) 0.2
| —
Distance (km) 100

Optical Fiber Channel

attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefficient=2 dB/km @ A=900 nm
attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
|| attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm

(a)

Figure (5) which includes OF and FS quantum
channels. This interface with its configurable
editing objects is responsible to allow users to
configure the OF and FS quantum channels model
to enable the attenuation effect in a,, per km and
to decide the OF quantum channel L in km. The
user allowed a,, values vs. 4 are listed within the
GUL

For the simulation of the polarization rotation
effect, the GUI plotters will not be able to clearly
show the alteration in polarization in the
transmitted optical pulses over the OF quantum
channel. Otherwise, the effect of this error type
will be significant on the QKD system
performance by reducing both QBER and final
shared secure key. Two tests were applied to
verify the modeled OF quantum channel model to
simulate the OF operation. The incoming optical
pulses from the QKD transmitter are linearly
polarized with PRR= 100 kHz and P_peak=1mW.

Figure (6a) illustrates Test 1 set up to
investigate the attenuation due to absorption and
scattering in the transmitted optical pulses after
passing through the OF quantum channel model at
A =1550 nm. In this test, for 100 km length fiber
and a_p =0.2dB/km, the output power is equal to
0.01mW as shown in Figure (6b).

15:(‘10'5

=
T
i

Power(Watt)
=
n

80 100 150 200
Time {isec)

(®)

Fig. 6. Test 1 (a) GUI set up (b) result for OF quantum channel for L =100km and a_p=0.2 dB/km.

Figure (7a) illustrates Test 2 set up to examine
the OF quantum channel model performance for
A=900 nm. In this test, for 100 km long fiber and

o_p=2 dB/km, the output power is equal to 10
W as shown in Figure (7b).
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| zl channel

. wTT )

Optical Quantum Channel
Attenuation Coefficient (dB/km) 2

I Distance (km) 100

Optical Fiber Channel

attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefficient=2 dB/km @ A=900 nm
attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm

(@)

152102 . .
= 4l ]
o
=
£ 0.5} ]
0
Run ! 80 100 150 200
Time (usec)
(b)

Fig. 7. Test 2 (a) GUI set up (b) result for OF quantum channel for L=100km and o_p=2 dB/km.

Figure (8a) illustrates Test 3 set up to examine
the OF quantum channel model performance for
A=830 nm. In this test, for 100 km long fiber and

a,=3 dB/km, the output power is equal to 10733
W as shown in Figure (8b).

Optical Quantum Channel

Attenuation Coefficient (dB/km) 3

Distance (km) 100

Optical Fiber Channel

attenuation coefficient=0.2 dB/km @ A=1550 nm
attenuation coefiicient=2 dB/km @ A=300 nm
attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm

(@)

= 152107
= 4l _
o
=
£ 0.5} ]
0
0 1 2 3 4
Time {usec)

(b)

Fig. 8. Test 3 (a) GUI set up (b) result for for OF quantum channel for L=100km and a_p=3 dB/km

Figure (9a) illustrates Test 4 set up that is used
the same parameters as used in last two tests to
investigate the attenuation in the transmitted
optical pulses after passing through the FS

quantum channel model at /=860 nm. In this test,
for 50 km link length, the output power is equal to
0.02nW as shown in (9b).
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= = x|

; 2.5 T r T
Optical Quantum Channel
Attenuation Coefficient (dB/km) 01 2\l |
I - o
Distance (km) 50 g 1.6H E
Optical Fiber Channel % 1h 1
attenuation coefficient=0.2 dB/km @ A=1550 nm o
attenuation coefficient=2 dB/km @ A=300 nm 0.5l |
attenuation coefficient=3 dB/km @ A=830 nm :
Free space Channel 0
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm 50 100 150 200
Run Time (usec)
(@ (b)

Fig. 9. Test 4 (a) GUI set up (b) result for FS quantum channel for L =50km.

Figure (10a) illustrates Test 5 set up. In this output power is equal to 2.1 f W as shown in
test, for 100 km FS quantum channel length, the (10b).
o g x 107"

Optical Quantum Channel : ' ' '
Attenuation Coefficient (dB/km) 01 at |

_ B
Distance (km) 100 g 1.6+ B
Optical Fiber Channel % 1r 1
attenuation coefficient=0.2 dB/km @ A=1550 nm o
attenuation coefficient=2 dB/km @ A=900 nm 0.5
attenuation coefficient=3 dB/km @ A=830 nm == 1
Free space Channel ) ) )
attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm 0

R a0 100 150 200
an Time (usec)
(@) (b)
Fig. 10. Test 5 (a) GUI set up (b) result for FS quantum channel for L=100km.

= s D = - | | 1520

Optical Quantum Channel ' ' '

Attenuation Coefficient (dB/km) 01

=31 1
Distance (km) 150 g
2 '

Optical Fiber Channel a

attenuation coefficient=0.2 dB/km @ A=1550 nm o

attenuation coefficient=2 dB/km @ A=900 nm 1H R

attenuation coefficient=3 dB/km @ A=830 nm

Free space Channel

attenuation coefficient (Atmosphere)=0.1 dB/km @ A=860nm 0

[ a0 100 150 200
Run .
Time (usec)
(2) (b)

Fig. 11. Test 6 (a) GUI set up (b) result for FS quantum channel for L =150km.
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Figure (11a) illustrates Test 6 set up. In this
test, for 150 km link length, the output power is
equal to 300 attoW as shown in (11b).

The results obtained from the previous tests
illustrate the performance degradation of OF and
FS quantum channels due to the effect of the
attenuation represented by fiber absorption and
scattering and atmospheric, weather conditions in
addition to the beam divergence due to diffraction
in the FS channel as L increased.

5.2  Investigation of the system
performance under the effect of the
polarization rotation

The effect of the random polarization rotation
for the optical pulses traveled inside the OF link
within a complete QKD system based on BB84
protocol will be explained in terms of
investigating the system quantum bit error rate
after the sifting phase (QBER«) which can be
calculated by divide the sifted wrong bits to the
total number of the received sifted bits. The
simulator configuration parameters that have been
used in this experiment are, A= 830 nm, L=20 km,
PRR= 10 MHz. This effect was modeled using an
embedded sub-function within the system to
simulate the polarization rotation mechanism
where the range of the polarization rotation in
degree is from (0° = 45°).

Table 3 summarizes the amount of the
polarization rotation in the degree that has been
added to the polarization of the generated optical
pulses in addition to the resultant QBERs where
the polarization of the propagated optical pulses
within the OF link is changed from its original
state to a new state randomly. The estimated
QBERs random behavior shows the effect of
transmitting wrong polarization states on the
system performance.

Table 3,
The effect of the optical pulses polarization rotation
on the system QBERs

Random rotation of the QBERsk (%)
polarization state inside OF

channel

1° 41

4° 60

5° 64

37° 51

8° 47

4° 55

6° 58

41

5.3 Investigation and analysis of system
parameters under the effect of quantum
channel losses

This study is conducted to examine the relation
between the performance of the system
represented by the ratio of the dark-count rate to
the detection probability (QBERse ) and the
generated KEYraw with average photon number per
pulse (Ny) and L system parameters. QBERspq can
be defined as [18]:

QBERSpd — Pgarkn

Nontiink
Where
Pgari: 1s the probability of recording a dark count
per time window and per detector
n: refers to the number of detectors.
Ny: mean photon number per pulse
n : is the probability of the photon’s being
detected
tiink: the transfer efficiency between Alice's
output and Bob's detectors and can be defined as
[18]:

... (15)

—(apL+Lpop)

tink =10 10 ... (16)
Where a,, is the fiber attenuation constant per km,
L is the link length in km and Lg,, is Bob's
internal loss in dB.

N is preferred to be in the range (0.1-1) to ensure
security for QKD systems. Both quantum
channels types have been used to perform this
simulation study i.e. OF channel was operated at
1550nm and FS channel was operated at 860nm.

Table 4 shows the main simulation input
parameters.
Table 4,
Simulation study input parameters
Parameter Value
A 1550nm, 860nm
PRR 0.1 MHz, 2 MHz, 5 MHz
Ny 0.1,0.2,0.4
L 20 km, 40 km, 60 km,

Figure (12) illustrates the obtained results that
indicate the transmission distance and the amount
of the shared KEYyaw will be limited as a result of
the decline in the system performance, which is
represented in increasing calculated quantum bit
error rate with the consideration of QBERspq as the
channel length increases. Compared to OF
channel, FS channel is not suitable for long-
distance operation as a result of increasing the
noise and the interference with increasing L. On
the other hand, Ny= 0.1 is preferred for high
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security issues although the exchanged KEYay is

small compared to Ny= 0.2 and 0.4
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Fig. 12. KEYraw vs. QBERspd (%) at different L and N_0(a) A=1550nm (OF) (b) A=860nm (FS).

6. Conclusion

In this research, a modeling tool of the optical
quantum channel was implemented, tested and
integrated within a modeled QKD-BB84 practical
set-up. A set of tests were conducted to
investigate the simulator validation in terms of
QBER calculation and final secure key extraction
under different operation conditions such as OF
attenuation and PMD losses and FS atmospheric
and diffraction losses that are believed to be
important for the modeling of the QKD quantum
channel. The most remarkable result to emerge
from the data is that the modeling process
provides guidance for optical quantum channel
design and characterization. It is possible to
conclude that the simulation methodology that has
been used within this work is efficient to describe
the modeled system components details but at the
same time it is processing time and resources
consuming. Thus, the recommended approach is
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to model such a system is to use an approach that
deals with the simulation operations as
synchronized discrete events organized in a
logical form. This method was used because
basically the modeled optical quantum channel is
not intended to simulate any real optical quantum
channel but to evaluate the capabilities of the
modeled optical quantum channel presented in
this work. For further development of this work,
the simulator model performance can be
developed by using a discrete event approach
supported by more general programming
languages such as C++ to increase the simulator
reality and trying to model underwater quantum
channel and embed it within a general QKD
modeling tool.
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