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Abstract

Sensitive information of any multimedia must be encrypted before transmission. The dual chaotic algorithm is a good
option to encrypt sensitive information by using different parameters and different initial conditions for two chaotic maps.
A dual chaotic framework creates a complex chaotic trajectory to prevent the illegal use of information from
eavesdroppers. Limited precisions of a single chaotic map cause a degradation in the dynamical behavior of the
communication system. To overcome this degradation issue in, a novel form of dual chaos map algorithm is analyzed. To
maintain the stability of the dynamical system, the Lyapunov Exponent (LE) is determined for the single and dual maps.
In this paper, the LE of the single and dual maps have been computed numerically. Increasing the dynamical behavior of
the system by using more complex chaotic maps leads to inferiority in the overall system performance. So, in this work,
the BER performance for the dual and single chaotic maps by exploiting the benefits of a hybrid Chaos Shift Keying-
Multiple-Input-Multiple-Output (CSK-MIMO) communication system has been investigated. The results show that the
dual tent map has more randomness, whereas the single logistic map has the least randomness. As well as the CSK-MIMO
gives an outstanding BER performance when it compared with the SISO system which helps in reducing the system’s
inferiority.

Keywords: Chaotic technique, dual, Lyapunov Exponent, STBC.

dimensional chaos has a complicated structure and
more parameters [2,3].

1. Introduction

A chaotic waveform is characterized as being
deterministic, non-periodic, and very sensitive to
any change in initial conditions, i.e., initializing the
system with a slight difference in initial conditions
generates a new sequence completely different
fromthe original signal [1]. So, to encrypt sensitive
data, a chaotic technique can be utilized to produce
a key stream with high randomness. In any case, a
single chaotic map is attackable to be descended by
chaotic reconstruction since it has a simple
structure and weak control boundaries. Dual

This is an open access article under the CC BY license:

To adjust these two factors, a dual chaotic
system can be considered [4]. In this paper, dual-
chaotic systems that consist of two one-
dimensional tent and logistic maps have been
designed.

The chaotic attractor can be characterized by
measuring the degree of sensitivity to initial
conditions. Lyapunov Exponents (LEs) describe
the increase of very small perturbations in different
directions of the state space on a logarithmic scale,
when at least one LE is positive, the attractor under
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realization characterize by sensitive dependence on
initial conditions property and this is termed
chaotic [5].

Chaos is utilized in many research areas, such
as engineering, mathematics, chemistry, and
biology. In communication engineering, chaos
introduces important aspects in security as well as
multiuser applications in cellular communications.
Therefore, chaotic communications is a promising
technique in the next wireless generation.

A compound of two 1-D chaotic maps suggests
by I. Aouissaoui et al. [6] for information security.
Which achieved a logistic-sine map based on a tent
chaotic map as well as a cubic-tent map but for
SISO channel. The analysis of LE for the proposed
maps has been achieved. The bifurcation diagram
was plotted to measure the chaotic range but the
authors did not calculate the BER for the proposed
system.

J. Pedro et al. [7] propose a compound of two 1-
D chaotic maps; logistic and tent maps for the deep
zoom technique. They found that the random
quality of chaos improved with PRNG when the
chaotic parameter and a are increased for SISO
communication systems. But also they did not
compute the BER to ensure the system
performance is not affected by the changing in
chaotic behavior. M. Lawnik et al. [8] suggest M-
map chaotic system for cryptography applications.
They measured the LE and plotted the bifurcation
diagram. They showed that the minimum value for
LE for the proposed analysis was 2 and the
maximum value was 12.

A dual map is suggested to resolve the problem
of dynamical degradation. A significant advantage
in the dynamical systems analysis is the stability of
the system, which can be satisfied by using the LE.

In this paper, the LEs for dual tent and logistic
maps have been derived. This paper realizes the
feasibility of using MIMO to improve the
performance of the communication system due to
chaotic degradation. We have studied the
performance of CSK with the Alamouti scheme for
these dual chaotic maps under the AWGN channel.
The use of these schemes allows us to enhance
security without degrading the BER performance.
An exact method to compute the BER has been
utilized and analyzed. This method considers the
aperiodicity nature of the chaotic signals [9]. The
simulation results refer to the combination of
STBC and a single chaotic map can degrade the
BER when compared to a dual chaotic map in cost
of reducing the information protection.
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2. Iteration of Chaotic Map
2.1 Tent Map lIteration

Consider the tent map trajectory x: [0,1] is
expressed as [10]

X

:“ , 0<x,<a
Xn+1 = 1-x

1_; ,as<x, <1

.1
The dynamical system trajectory x(x) is obtained
by iterating the chaotic map, i.e.,
x(k) = f¥[x(0)] = ... flx(0)].. D),
k=0,1,2,...... ...(2)

2.2 Logistic Map Iteration

The non-linear paradigm of the logistic map is
given in equation (3) [11]
Xn+1 = Wxn(1 —xy), ne [04],x, € (0'12 )
...(3
The sequence {xi,xy,..x,} IS generated by
initializing the initial value x, € (0,1) depending
on the value of a parameter 4. A new sequence
generates when a small change in the initial value
occurs and changes in the valueu. The chaos state
behavior occurs with the increase of u values and
achieving a chaos state ultimately. When u >
3.75, movement from the sequence {x,} appears
chaotic behavior.

3. Dual Chauotic Iteration

As mentioned above, a single chaotic system is
attackable to be attacked by chaotic reconstruction
since it has a simple structure and weak control
boundaries. A 2-D chaotic map has more
parameters and a complex form, but it has a more
complex load. To balance these two factors, a dual
chaotic map may be utilized. A dual-maps that
consists of two 1-D maps has been implemented.

3.1 Dual-Logistic Map

Chaos may be appeared by LOGISTIC 1 and
LOGISTIC 2 such as,

LOGISTIC 1: Xpe1 = ux, (1 —xp), ue
[3.757,4], x,, € (0,1) (4
LOG2: Xn+1 = NXn (1 —xy), ne
[3.57,4], %, € (0,1) ... (5)

where u and ) represent the control parameters. In
this case, x,,,., represents the output sequence of
LOGISTIC 1, while y,,., represents the output
sequence of LOGISTIC 2 considering yg = xp41-
So, {y,} is the last output of those two sequences.
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It is produced by composing the sequences of
LOGISTIC 1 and LOGISTIC 2 [4,12].

3.2 Dual-Tent Map

TENT MAP 1 and TENT MAP 2 are represented
as follows,

TENT MAP 1:
X:“ , 0<x,<a
Xn+1 = ) 1-x, ... (6)
,as<x, <1
1-a
TENT MAP 2:
%" ,0<x,<b
Yn+1 =] 1-y, b < ) --(7)
1-b » DS Xn <

where a and b are the control parameter, x, and
vy, are initial values, x,, is the output sequence of
TENT MAP 1, and y,,,.¢ is the output sequence of
TENT MAP 2 considering yo = Xp41-

So, {y,} is the last output of these two
sequences. It is produced by composing the two
sequences of TENT MAP 1 and TENT MAP 2
leading to increasing the complexity of chaotic
behavior.

4. Lyapunov Exponent

Consider |6, = f™(xo + &) — fn(xo) being
the n iteration number of the chaotic sequence, x,
denotes the initial condition, and &, be the small
random number. However, LE formula can be
given as,

1 1 <
A= —in |22 = ~In|(f) (%) ... (8)
By expanding the term within algorithm, the
approximation value of the LE can be given as,
1 _ A
A= =38 In|f (x)] .(9)
If the equation (10) have limit when n — oo, then
the LE for the orbit that begins in x is
A= lim &R in| ()} ..(10)
Note that A depends on x,. For points and
cycles stable, A is negative and for chaotic
attractors, A is positive [13].
4.1 LE of Single Logistic [14]
According to equations (3 and 10),

On
8o

A= lim 385 In(w) — In(2ux)} .. (11)
4.2 LE of Single Tent [15-17]
According to Equs. (3) and (10),
1 1] 1
A= f3 |} dx + [} | ] dx .. (12)
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4.3 LE of Dual Logistic

LEs of a x,, sequence denoted by,
A= lim —In[D} D] ... (13)
n—oo

whenever D, is the limit exists. Uppercase T
represents the transpose.

From Equs. (10, 11 and 13), a dual logistic map
can be expressed as,
Let, Xnt1 = pxn(1 — Xp), Xp41 = 1 — 2uxp
For Dual;
A= lim iZ?;f In{[p — 2px,]" [ — 2] —
d} = Jim - ¥ Infu(1 = 2] (1 -
zxn)] - d}
where d is the change in initial value.

... (14)

4.4 |LE of Dual Tent

According to equations (10,12 and 13), a dual
tent map can be derived as,

Lt X:“ , 0<x,<a
P e = 1::‘ ,as<x, <1
For dual;
A= lim = {[f' In 2] dx +
[o || (S i | e+ 0 || ax] - a3

...(15)

5. CSK-MIMO Communication System

Let us consider x(t) as the signal that is
generated by any chaotic map and defined in the
previous section. In CSK, the chaotic signal will
occur Ifa’ + 1" is transmitted and an inverted copy
of the chaotic signal will appear If "—1' is
transmitted. Therefore, the transmitted signal can
be denoted as [18-20,24],

s(t) =

x(b),

—x(t),

if '+1'is transmitted

otherwise ...(16)

Let us consider the time interval of the data
symbols (s; = +1) denoted by T, then the chip
interval of the chaotic sequence will be T.(xx =
x(kT¢c)) . However, The transmitted signal is
expressed as,

u(t) = X2, ZE;; SIXIg+k ..(17)
where S represents the spreading factor (f = %).

Then, the signal received at the receiver side is
denoted as,

r(t)=u(t) + n(t) ...(18)
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where n(t) represents the AWGN with zero mean
and variance o . At the receiver, the received
signal is first despreaded by generating an exact
replica of the chaotic signal that is generated at the
transmitter, after that the symbols are integrated
over symbol duration Ts. at last, the sign of the
decision variable will be computed [9,21], such as,

Ds; = sign (s;T¢ Zg;(l)(xllﬂk)z + wy)

Where sign(.) represents the sign operator,

EX denotes 1™ bit energy and w is the AWGN
computed after despreading processing.
2x2 Space Time Block Code (STBC)

Fig. 1 shows the block diagram of CSK-
MIMO transmitter with two antennas and two
receive antenna.

sign(s;EL + wy) ..(19)
Noise
h11
Txl BTC
) 4 ¢ <
\L ' - 1,92
h21
Chaotic generator —P STBC
by Noise @ decoder N
) 4 Z;:::;
P
Txl
$1,S2 V
i TXZ
Alamout Chaotic generator
Data encoder I

Fig. 1 2 x 2 MIMO-CSK communication scheme.
The designed symbols for STBC denoted by,
S = [Sl _52] ... (20)

S,  S]
Table. 1,
The transmitted signa

Time interval s;(Ofrom first transmitter

s, (t)from second transmitter

[0, BTe]
[BTe, 2BT]

51Xk
*
—S2Xk+8

S2Xk
"
S1Xk+8

Table. 2,
The signal received by the first receiving antenna

Time

Received signal on first receiving antenna

[0, BT]
[BTe, 2BT]

hy18:X + hy1S,%; + 0
* * 2
—hy185Xk4p + hp1SiXpap + 0
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Table. 3,
The signal received by the second receiving antenna

Time

Received signal on second receiving antenna

[0, BT,] hy,8:%) + hyyS,xp + g
[BT., 2BT, ] h1253xk+ﬁ + hypSiXiep + 0
The t™ bit energy is denoted by E(D k 1 1((1)2-

Table. 4,
The equivalent baseband of the symbol at R,

Time

The equivalent baseband of the symbol at R,

[0, BTe]
[BTe, 2BT]

Yi1 = Ep(hyy8; +hyysy) + Ny
Y, = Ep(=hyy85 + hyys7) + Nyy

Where, N;; = Z?<=1 nixg and Ny, = Z£=1n,% Xk+p represent AWGN components.

Table .5,
The equivalent baseband of the symbol at R,

Time

The equivalent baseband of the symbol at R,,

[0, BTe]
[BT., 2BT]

Y1, = Ep(hyzs; +hyysy) + Ny
Y,, = Ep(=hyp85 + hypsi) + Ny,

N;, = N;; and N,, = N,; represent AWGN
components and hy4,h,;,h;, and h,, are the
channel coefficients for 2 x 2 scheme. The above
formulas are derived in [6].
The received vector is expressed as,

Y =E,HS+ N ... (21)

The data are estimated by multiplying the

vector Y by the conjugate transpose of H (equation
22) and then computed by the decision variable
(equation 23);

(351) =H"Y ...(22)
s2
The estimated bits are computed from the sign

of the decision variables,

s1 = sign Dg1; $, = sign Dg, ...(23)

5.1 Performance Analysis
Let us consider the channel coefficient is
constant for 2x2 STBC under the assumption of

AWGN. The BER formula of the proposed scheme
is expressed in (24) [21,22,24].

P, (E(l)) erf (\/(h%1+h%1+h%2+h22)5(0)

No
Now,
Exi[Q{E(x)/{/Var(x)}]
where
Q@) = [ =exp(—u?/2)

36

BER = z h,%pz _1Exl (Z —)2

np=1
B-1 xl.z 1,
=) By (Z L)z (hty
1=0 = Vo
+ hZ, + h%, + h3,)ED
ZB 1x2 = (l) is the chaotic symbol energy, and

= 7 p (V) aED),
The BER formula for 2x2 STBC is formulated

as,
BER =
(h2,+h2,+h3,+h2,)EY 1 1
Jy Eerf \/ U ZNOI =t p(Ek(,))dEt())
- (24)

Where p( (D) is the PDF of the E(D The BER

formula resulted from integration given in equation
(24). To compute the integral in equation (24), the
distributed energy must be considered. Because of
the PDF consider to be intractable, the method to
compute the BER is evaluating the histogram of

ES) followed by a numerical integration
[18,19,18]. Fig. (2) presents the histogram of the

ES), for 50000 samples obtained by simulation and
p=4.
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x 10”

2.5 T T

1.5~

n0. of samples

0.5~

1.855 1.86

Fig. 2 ES) histogram.

Applying numerical integration, the BER formula
is expressed as,
BER =

O]
m 1 (hi1+h%2+h%1+h%2)Eb 0]
Zl=15erfc \/ N, p(Ey")

... (25)
In the above equations, m denotes the number

of histogram classes and p (Eg))is the probability
gD
g

of the energy in interval centered on

6. Results and Discussions

Fig.3 shows the single logistic map providing
the chaotic behavior beyond u = 3.57. This map
has more randomness u = 3.8 and LE equals 0.5.
Fig.4 presents the single tent map. It is observed
that this map has chaotic properties within the
range (0,1) of a control parameter (a). It has more
randomness when the value of (a) is greater than
0.5 and LE equals 0.85. A dual logistic is provided
in Fig.5. It has more randomness when p > 2.35
and u < 4. More randomness appeared at u = 4
and LE equals 0.81.

Fig.6 presents the dual tent which has chaos
properties in the range (0,1) of a. It has more
randomness when a = 0.5 and LE at equals 1.2.
We observed from Fig. 3 and Fig. 4 that when a
very small change in initial values say 10°, a new
chaotic sequence is generated completely different
from the current state. Therefore, with increasing
the time of iteration more than 20 times, the
difference exponentially increases. For the dual
logistic map in Fig. 5, this difference appears with

r r

1.865 1.87 1.875

Bit energy
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increasing the iteration time more than 40 times,
after this value, the difference exponentially
increases.

In Fig.6, the dual tent map has the difference
between two sequences is very sensitive to a very
small change in initial conditions. However, this
map shows better sensitivity to initial conditions.
Whereas, the single tent map provides the best
sensitivity than dual single and logistic maps
according to results obtained from LE.

Table (6) summarizes the values of LEs for
presented chaotic maps

Table 6,

values of LE
Chaotic map LE
Single logistic 0.5
Single tent .0.85
Dual logistic 0.81
Dual tent 1.2

From the above table, it is observed that the
dual tent has the most randomness whereas the
single logistic map has the least randomness.

In Fig.7, the BER is degraded for single map
when a 2 X 2 is considered for the system. Also,
for a dual tent, when the system is compensated
with 2 x 2 STBC, the SNR will gain 0.5 dB as
compared to 2 x 2 single logistic for the same
BER under the AWGN assumption. It is noted that
there is a tradeoff between the randomosity and
BER performance. So, the BER performance can
be achieved by implementing 2 x 2 single tent
map at the cost of reducing randomosity.

From Figs. 3,4, 5, and 6, we observed that
chaotic maps give highly distinct sequences as
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compared to the PN sequence generator. The
degree of distinctness is more for the dual chaotic
map as compared to the single chaotic map.

Now, let us suppose that x, and y,, are two-
sequence with length N. The auto-correlation and
the cross-correlation are defined in equations (26
and 27) respectively [4].

) 1
Rx(]) = NZIL\]:1 XiXitj (26)
) 1
Rey() =+ EiL1 xiyis ) -.-(27)
x10™

where N is the sequence’s length and j is the
distance between two chaotic elements.

Fig.8 shows the auto-correlation of dual tent. The
auto-correlation is maximum at zero time shift. Fig.
9 presents that the single tent map provides a cross
correlation function near zero (maximum value
0.0085) when compared to dual tent (highest value
0.028). However, the two sequences of single tent
satisfy the orthogonality property more than dual
tent map

8 T T T T

Difference between two sequences

T T T T

——single logistic map

X
x
X
XX

Lyapunov exponent

xxxxx

X
xxxxx
X

60 70 80 90 100

Iterations

X
B XXXXXX
XXXXXX X
YHXXXX
XXX

XX
xxxxxxxxx

Fig. 3. The difference between two single logistic and its LE.

2.5
control parameter(y)
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Fig. 4. a) The difference between two single tent and its LE.
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Fig. 6. The difference between two dual tent and its LE.
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0 BER of single and dual maps
107 Ao 4 I T T T T T T T T T \
Thee ‘*{}\:g\«}\ﬂ
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240200 N
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e 1 1 | | | | |

0o 1 2 3 4 5 6 7 & 9 10 1 12 13 14 15 16 17 18 19 20
Eb/No [dB]
Fig. 7. BER for single and dual maps.
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Fig. 8. auto-correlation of dual tent.
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0 03 cross correlation of single tent map
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Fig. 9. cross-correlation of single and dual tent.

6. Conclusions

The data encryption based on the dual chaotic
presented in this work has excellent randomness.
The LEs for the single and dual maps have been
computed numerically. In this work, the exact BER
for dual and single chaotic maps modulated CSK
2 x 2 STBC under AWGN has been investigated.
The final results show that the randomness of the dual
tent map is better than the single tent map, single
logistic map, and dual logistic map. As well as the
2x2 CSK-MIMO gives a better BER
performance as compared with the SISO system.
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