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Abstract 
 

The integration of the Internet of Things (IoT) in healthcare has transformed the monitoring of physiological 

parameters, significantly enhancing the capabilities of medical diagnostics and patient care. This study explores the use 

of advanced cryptographic techniques to secure IoT healthcare systems, particularly through block chain (BC) technology. 

Moreover, this study evaluates the effectiveness of two cryptographic key generators—bee swarm key generator and 
snake key generator—in enhancing data security within a BC-based framework for remote patient monitoring. Our study 

conducts a series of NIST randomness tests to compare the performance of these key generators in terms of randomness, 

resilience to cryptographic attacks and computational efficiency. Results show that the snake key generator outperforms 

the bee swarm key generator, demonstrating higher randomness in key generation and better secure coverage of the 

orientation space. This finding is crucial for securing important healthcare data, especially given the complexity of IoT 

devices, which transmit vital patient health information. Furthermore, this study examines the double-layer encryption 

architecture used to secure data in at rest and during transmission from a sensor’s gathering location to long-term storage. 

This approach is essential to preserve the privacy and integrity of patient data, which is critical for maintaining trust in 

IoT healthcare systems. This study aims to provide a comprehensive and comparative analysis to support the continued 

evolution of secure, efficient and scalable cryptographic solutions within IoT healthcare, demonstrating the importance 

of selecting the most effective key generation technique to address the unique security challenges of this new field. 
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1. Introduction 

 

An Internet of Things (IoT) variant integrates 

the human body with numerous sensor-equipped 
devices to measure various physiological 

parameters and create a set of linked IoT entities 

that are analysed by decision-support algorithms to 
forecast health-related results [1-4]. IoT 

technologies improve disease diagnosis and patient 

activity monitoring through biosensors that assess 
environmental and physiological conditions, 

enabling physicians to make informed medical 

decisions. Patients’ wearable gadgets are the focus 

of patient-specific and customised nutrition care, 

with data security playing a crucial role. Security in 
remote patient monitoring systems involves the use 

of secure methods to encrypt patient information, 

transmit data through secure channels and limit 
access. Privacy and data integrity issues can be 

addressed through the implementation of a block 

chain (BC) as it creates a decentralised ledger to 

enhance electronic health records (EHRs) [5]. The 
authors proposed and implemented a BC 

framework, which focuses on the aspects of remote 

patient monitoring and data management, in another 
paper to support IoT healthcare [5]. Privacy issues 

arise from access control measures [6], whilst the 

application of BC in healthcare ensures patient data 
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integrity in remote treatment procedures [7]. IEEE-

32-bit BCZ is recommended as a defense layer for 

transporting health records at the sensor level of 
Internet of Medical Things (IoMT), protecting the 

data packets sent from the sensor to the receiver [8]. 

This study evaluates the effectiveness of the bee 

swarm key generator and compares it to the snake 
key generator used to secure BC-based LPWMNs 

for RPM to mitigate the attack risks and add 

security layers within each block to protect data 
privacy [9].  

The goal of this study is to develop a reliable 

system for accurately measuring and monitoring 

vital patient metrics whilst enhancing healthcare 
system security through an innovative BC 

approach. This approach involves using either the 

bee swarm or snake key generator, each offering 
different levels of encryption security. The key 

generator must ensure the protection of sensitive 

data by incorporating measures to anonymise 
identities linked to each BC block to further 

safeguard patient privacy. This comparative 

analysis aims to determine an effective 

cryptographic key generator for securing healthcare 
data within an IoT framework [10]. 

This study introduces a new two-layer 

encryption architecture designed for IoT healthcare 
applications, utilising the bee swarm key generator 

and the Speck cipher to protect patient data from 

initial capture to prolonged storage. This dual 
encryption strategy ensures utmost confidentiality 

and security of patient information, validated 

through several NIST randomness tests that 

confirm the unpredictability and robustness of the 
cryptographic techniques used. 

The key contributions of this study are as follows: 

 Development of a robust framework for IoT 

healthcare: Ensuring the secure confinement of 
critical medical data and maintaining data 

integrity during sensor data transmission; 

 Enhancement of BC security within the public 

ledger: Anonymising sensor data before cloud 

storage using lightweight block encryption, 
acting as a privacy and confidentiality filter, 

thereby maintaining the anonymity of the 

block’s owner; 

 Introduction of an innovative secure random key 
generator inspired by bee swarm behaviour: 

This generator significantly enhances the 

randomness and security of cryptographic keys, 
drawing parallels with snake optimisation (SO) 

techniques to further optimise key generation 

processes; 

 Hybrid key generation approach using bee 

swarm algorithms and SO techniques: This 
method constructs secure and random 

cryptographic keys leveraging the innate 

efficiency of bee swarm structures and the 

effective adaptability of snake optimisation, 
ensuring robust security measures for IoT 

healthcare data transmission and storage. 

 

 

2. Related Work 
 

Current IoT-related medical research focuses on 

disease identification, patient health status and 

medication administration whilst ensuring 

information privacy in patient records. Ogundokun 
et al. [11] proposed a crypto-stegno method for 

protecting healthcare data in IoT, which effectively 

prevents data leakage. However, this method lacks 
the integration of BC learning parameters. 

Abdellatif et al. [12] advocated for the development 

of an emergency response and remote monitoring 

BC solution with secure non-harmonised vital sign 
data transmission; however, it struggles with 

cybersecurity challenges. Pandey et al. [13] 

proposed a healthcare cybersecurity architecture 
based on BC, deep belief networks (DBN) and 

residual networks (ResNet) for disease detection and 

classification. Veeramakali et al. [14] presented a 
cryptographic IoT security authentication scheme 

based on optimal homomorphic encryption (OHE) 

and a deep learning neural network (DNN) for data 

encryption. Abd El-Latif et al. [15] proposed a novel 
secure e-healthcare architecture based on BC, 

utilising the orthogonal particle swarm optimisation 

(OPSO) for concealed transmission and the 
optimised DNN (ODNN) for disease classification. 

Quantum computer threats are emphasised for BC’s 

role in cybersecurity, whilst quantum walks are 

considered for fresh cryptographic algorithms. Cao 
et al. [16] proposed an authentication and encryption 

system based on the QIWQ for BC data transfer. 

Ciphers developed by Shankar et al. [17] featured a 
BC-based ICO for cybersecurity, leveraging the 

random neural network model and unique 

encryption. Mathews et al. [18] introduced an 
enhanced Two Arch2 solution, which claimed to be 

more scalable than the existing one and closer to 

achieving BC time in the optimisation of model 

metrics. 
 
 

3. IoT Ecosystem 
 
The IoT framework allows for the integration 

of smart devices—such as mobile phones, sensor 

devices and Raspberry Pi—into a network that 

senses, monitors and responds to various 
environmental stimuli. The goal is to expand 
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connectivity by simultaneously linking multiple 

devices to the internet [20,21,22]. This connectivity 

enables human-to-machine and machine-to-
machine interactions. For instance, humans can 

engage with machines to conduct medical 

procedures, remotely monitor patients at home and 

monitor real-time conditions within hospital 
infrastructure [23,24,25,26,27]. Moreover, 

machines can autonomously exchange data, with 

sensors, for example, relaying information to a 
cloudlet system for temporary data storage [28, 29]. 

A representative model of an IoT-enabled 

healthcare system is illustrated in Fig. 1. 

 

 
 

Fig. 1. IoT and its associated healthcare platform 

 

 

The architecture of a traditional IoT-enabled 
healthcare system consists of four fundamental 

components. The first component is the hospital 

environment, which serves as a hub for healthcare 
providers and accommodates inpatients and 

outpatients [30, 31]. IoT technologies enable 

hospital administrators to effectively track the 

health and recovery of outpatients in their homes 
through real-time monitoring. This monitoring is 

facilitated by wearable or embedded medical body 

sensors that collect data, which are then processed 
and interpreted into actionable insights using 

machine learning algorithms and specialised 

software. This setup aids medical personnel in 

remotely assessing the current health conditions of 
outpatients [32]. 

Meanwhile, outpatients who are no longer under 

intensive monitoring, or those who have 
recuperated, are equipped with IoT-enabled 

ambient assistive living devices. These devices help 

individuals in independently managing their health 
by providing real-time feedback on various health 

metrics, such as caloric expenditure, blood sugar 

levels and heart rate. Consequently, individuals are 

highly equipped to proactively address potential 
health issues with the information supplied by these 

IoT devices. This proactive health management 

enhances overall patient welfare and equips 

caregivers with the essential data and tools required 

for delivering high-quality health services to the 
public, an approach commonly referred to as smart 

healthcare. 

 
 

4. Block Chain 
 

Block Chain (BC), an innovation with multiple 

uses, is now considered a mainstay in healthcare. BC 

can be described as a linked chain of embedded data 
blocks with records that have been made secure 

through the use of cryptographic hash algorithms 

[33]. Every peer in the decentralised system has a 

copy of the BC and acts according to a consensus 
mechanism, increasing the system’s reliability and 

capability for continuous operation [34-36]. BC 

applications ensure the safety of medical records, 
the supply chain of drugs and the secure transfer of 

EHRs. The BC components, such as cryptography, 

immutability and decentralisation, enhance the 
security levels by making data modification without 

permission difficult [37-38]. Nevertheless, cyber 

threats are not foreign to BC; vulnerabilities persist, 

making cryptographic methods essential [39].  
Electronic health records, once stored in digital 

format, now have a safer, distributed home in block-

based chains [40]. HE is achieved through the 
collective effort of funding authorities, medical 

researchers and health departments. Some BC use 

cases face unique risks and constraints, such as 51% 

attacks, where miners controlling more than half of 
the network’s hash power can alter the BC. The 

suggested resistance measures include optimising 

hash rates, proper monitoring of mining pools and 
evaluating Proof of Work (PoW) consensus 

algorithms [41]. Phishing attempts deceive users 

into divulging secure login information; the 
immediate protective measures include increasing 

browser security, using anti-malware and avoiding 

suspicious links. Routing attacks involve 

intercepting data transmitted to internet service 
providers; thus, safe routing protocols, data 

encryption and strong passwords are essential to 

prevent such attacks. Although signing with keys is 
important, they can still be forged, making the 

protection of private keys crucial [41].  

Insecure perimeters of BC networks can collect 
user credentials, highlighting the importance of 

prohibiting the storage of BC keys in plain text and 

regularly reviewing system access. Therefore, this 

extensive literature review on BC security in the 
healthcare context underscores the necessity for 

further enhancement of protected health information 

[42]. 
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Fig. 2. General representation of the structure of a BC 

 

 

5. IoT Security 
 

The real world consists of numerous physical 

objects connected through the IoT environment, 
necessitating encryption to protect against 

eavesdropping for clique, chip ID and chip integrity 

and authenticity. Data collected in the sensor node 
itself must be protected, and firewall and IDS are 

crucial to protect data in the intermediate networks 

from the internet to the WSN [43]. Most IoTs are 

resource-constrained, making a single approach to 
security impractical. AES and DES are not feasible 

to implement in IoT devices because they require 

numerous gates and a high-power consumption 
[43]. Lightweight cryptography is suitable for IoT 

devices partly due to the low quantities of RAM or 

ROM/Flash for storage, processing capability and 

shorter clock cycles. Lightweight ciphers can be 
categorise based on software or hardware 

implementation. Software implementation offer 

low cost and flexibility. Daemen et al. asserted that 
the key features of an effective lightweight cipher 

are memory efficiency, resource efficiency, 

security strength, low implementation complexity 
and high throughput with short processing time. 

The model should efficiently work with minimal 

memory requirements, effectively perform on low-

power devices. Moreover, the model should 
consume minimal energy to prevent battery drain 

during use. These ciphers should provide security 

against linear, differential and other attacks, such as 
biclique, zero correlation, MITM and algebraic 

attacks. Considering such requirements and 

security considerations, lightweight ciphers are 
appropriate for securing communication in 

constrained environments [43]. 

 

5.1.  Speck Cryptography 
 

Speck is a lightweight block cipher used in the 
cryptographic field, designed by the United States 

National Security Agency and publicly released in 
2013 June, belongs to this family. Speck shows 

flexibility concerning key and block sizes, featuring 

an ARX design (Fig. 3). Moreover, Speck has 

several variations, including Speck32/64, 
Speck48/72 and Speck64/128, where the first 

number represents the block size in bits, and the 

second denotes the key size in bits. 
In the configuration shown in Fig. 3, the cipher is 

referred to as Speck2n/wn, where 2n represents the 

block size in bits, and wn denotes the key size in bits. 

Speck’s underlying round function involves right 
rotations of n-bit words and their addition:) The 

operations are bitwise XOR, modular addition and 

left and right circular shift. Together, these 
operations form an efficient and secure cipher for 

resource-constrained, power-efficient environments 

[44]. 
 

 
 

Fig. 3. Speck round function 

 

 

5.2. Bee Swarm Optimiser  
 
Bee Swarm Optimisation (BSO) [45] refers to 

an optimisation algorithm, as it is a nature-inspired 

optimisation algorithm that simulates the foraging 
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behaviour of honey bees. BSO uses the collective 

intelligence and swarm behaviour of bees to 

determine optimal solutions for complicated 
algorithms. The BSO algorithm is divided into two 

principal search phases: exploration and 

exploitation. In the exploration phase, scout bees 

search for new food sources (possible solutions to 
the problem in the problem space) by running in a 

random-by-choice way. During the exploitation 

phase, working bees exploit the most successful 
feeding sites, improving the quality of the solutions. 

Furthermore, the honeybees act as onlookers, 

evaluating the shared food sources of foragers and 

stochastically selecting which to further exploit. 
This mechanism allows the search process to 

dynamically balance exploration in new-candidate 

areas and exploitation of the best solutions. Given 
that BSO has been successful on a variety of 

optimisation challenges, such as engineering 

design, scheduling and machine learning, it can 
converge to high-quality solutions and maintains 

diversity throughout the swarm. 

BSO is a novel nature-inspired algorithm that 

has gained significant attention in recent years for 
key generation in cryptographic applications, 

mainly due to its ability to provide robustness and 

efficiency. Strong, random keys are essential for 
ensuring security and protecting systems from 

cryptographic attacks. 

Furthermore, BSO can efficiently search across 
a large search space and converge towards optimal 

solutions, making it well-matched for this. During 

the exploration phase, the algorithm evaluates a 

wide range of potential keys, significantly 
enhancing their randomness and unpredictability. 

In the exploitation phase, these potential keys are 

fine-tined to ensure that they are cryptographically 
strong and complex. Research has shown that BSOs 

achieve better randomness in key generation and 

produce more secure keys than traditional key 

generation methods, which is an important factor 
when considering the sensitive data that can be 

accessed and the threats of cybercrime. The 

versatility of BSO also makes it highly adaptable 
for customisation to various cryptographic 

protocols and demands, positioning it as an 

effective and competitive cryptographic key 
generator [45]. 

 

Pseudocode for Bee Swarm Optimiser 
 

1. Initialise the population of scout bees with 

random solutions. 
2. Evaluate the fitness of each scout bee. 

3. Whilst the stopping criterion is not met, do: 

For each employed bee, do: 

1. Select a solution from the neighbourhood of the 

current solution. 

2. Evaluate the fitness of the new solution. 
If the new solution is better than the current solution, 

then: 

1. Replace the current solution with the new 

solution. 
2. For each onlooker bee, do: 

1. Select an employed bee based on the fitness 

probability. 
2. Select a solution from the neighbourhood of the 

selected employed bee’s solution. 

3. Evaluate the fitness of the new solution. 

4. If the new solution is better than the selected 
employed bee’s solution, then: 

1. Replace the selected employed bee’s solution 

with the new solution. 
2. For each scout bee, do: 

3. If the solution has not improved for a certain 

number of iterations, then: 
Replace the solution with a new random 

solution. Memorise the best solution found so 

far. 

4. End whilst 

5. Return the best solution 

 

 

5.3. Snake Optimisation 
 

Snake Optimisation (SO) [46] is a mating-

inspired algorithm that algorithm simulates the 

common behaviours of snakes in searching for food 
and competing for mating. Mating occurs in sub-

chilled areas, where food is available, but the 

temperature is considerably low. The algorithm has 
two main phases: exploration and exploitation. In the 

search state, snakes randomly forage for food during 

non-mating periods, mimicking their behaviour in 
the wild when food is scarce. This process involves 

generating a random population and dividing it into 

males and females. During the exploitation phase, 

snakes approach food when it is abundant, and many 
engage in mating or competing for mates if the 

climate permits. This process updates the positions 

of snakes based on food availability and temperature, 
selecting the best solutions for each snake. The 

algorithm balances exploration and exploitation 

through snake behaviour, where food quantity and 

temperature in each cell determine their movements. 
The SO algorithm initialises the generation of its 

random populations (step 1) and evenly dividing it 

into males and females. Food quantity and 
temperature influence snake behaviour. When food 

is scarce, snakes engage in exploration, randomly 

searching for food. When food is abundant, snakes 
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move towards it. If the conditions permit, snakes 

either compete for mates or engage in mating. The 

algorithm updates positions based on these phases, 
using equations to model the movement and 

behaviour of snakes. The effectiveness of the SO 

algorithm was tested on benchmark functions from 

CEC 2017, where it outperformed several state-of-
the-art algorithms in terms of average results and 

standard deviation. This algorithm maintained a 

good balance between exploration and exploitation, 
demonstrating its effectiveness in solving 

optimisation problems. Additionally, the SO 

algorithm was tested on CEC 2020 functions, 

showing strong performance against other 
competitive algorithms. The results highlighted the 

algorithm’s capability to adapt to various 

conditions and achieve high rankings across 
different functions. The effectiveness of the SO 

algorithm in key generation for cryptographic 

systems lies in its robust exploration and 
exploitation mechanisms. Inspired by snake 

behaviour, the algorithm thoroughly searches a 

wide range of possible keys (exploration) and 

refines the best candidates (exploitation). This 
approach ensures that the generated keys are highly 

random and secure, minimising the predictability 

and making them difficult to guess or brute-force. 
The SO algorithm’s ability to balance these phases 

allows it to efficiently handle large search spaces, 

producing cryptographic keys that meet high-
security standards. Overall, the comprehensive 

search strategy and high-quality solution 

refinement make the SO algorithm a powerful tool 

for secure key generation [46]. 
 

Algorithm: SO for Key Generation 
 

1. Initialise problem setting 
a. Define the dimensions (Dim) of the problem. 

b. Set the upper bound (UB) and lower bound 
(LB) of the search space. 

c. Set the population size (Pop_Size) and 

maximum number of iterations (Max_Iter). 
2. Randomly initialise the population  

d. For each individual i in the population: 

i. Xi = Xmin + rand() * (Xmax − Xmin) 

3. Divide population N into two equal groups: 

males (Nm) and females (Nf) 
e. Nm ≈ N / 2 

f. Nf = N − Nm 

4. Whilst (current iteration 𝑡 ≤  𝑀𝑎𝑥_𝐼𝑡𝑒𝑟) do 

g. Evaluate each group Nm and Nf 

h. Find the best male (𝑓𝑏𝑒𝑠𝑡, 𝑚) and best female 

(𝑓𝑏𝑒𝑠𝑡, 𝑓) 

i. Define temperature (𝑇𝑒𝑚𝑝) using 𝑇𝑒𝑚𝑝 =
 𝑒𝑥𝑝(−𝑡 / 𝑇) 

j. Define food  

𝑄𝑢𝑎𝑛𝑡𝑖𝑡𝑦 (𝑄)𝑢𝑠𝑖𝑛𝑔 𝑄
= 0.5 ∗  𝑒𝑥𝑝((𝑡 −  𝑇) / 𝑇) 

5. If (𝑄 <  0.25), then // Exploration phase (no 
food) 

k. For each male Xi,m: 

i. 𝑋𝑖, 𝑚(𝑡 +  1)  =  𝑋𝑟𝑎𝑛𝑑, 𝑚(𝑡)  ±  0.05 ∗
 𝐴𝑚 ∗  ((𝑋𝑚𝑎𝑥 −  𝑋𝑚𝑖𝑛)  ∗  𝑟𝑎𝑛𝑑()  +
 𝑋𝑚𝑖𝑛) 

ii. 𝐴𝑚 =  𝑒𝑥𝑝(−𝑓𝑟𝑎𝑛𝑑, 𝑚 / 𝑓𝑖, 𝑚) 

6. For each female Xi,f: 

iii. 𝑋𝑖, 𝑓(𝑡 +  1)  =  𝑋𝑟𝑎𝑛𝑑, 𝑓(𝑡)  ±  0.05 ∗
 𝐴𝑓 ∗  ((𝑋𝑚𝑎𝑥 −  𝑋𝑚𝑖𝑛)  ∗  𝑟𝑎𝑛𝑑()  +
 𝑋𝑚𝑖𝑛) 

iv. Af = exp(−frand,f / fi,f) 
7. Else if (Q > 0.6), then // Exploitation phase 

(food exists) 

8. For each individual Xi,j (male or female): 

𝑋𝑖, 𝑗(𝑡 +  1)  =  𝑋𝑓𝑜𝑜𝑑 ±  2 ∗  𝑇𝑒𝑚𝑝 ∗  𝑟𝑎𝑛𝑑()  
∗  (𝑋𝑓𝑜𝑜𝑑 −  𝑋𝑖, 𝑗(𝑡)) 

Else // mating or fighting mode 

1. If (rand() > 0.6), then // fight mode 
2. For each male Xi,m: 

3.Xi,m(t + 1) = Xi,m(t) + 2 * FM * rand() * (Q * 

Xbest,f − Xi,m(t)) 
4.FM = exp(−fbest,f / fi) 

i. For each female Xi,f: 

5.Xi,f(t + 1) = Xi,f(t + 1) + 2 * FF * rand() * (Q * 
Xbest,m − Xi,f(t + 1)) 

6. FF = exp(−fbest,m / fi) 

l. Else // mating mode 

v. For each male Xi,m: 
7. Xi,m(t + 1) = Xi,m(t) + 2 * Mm * rand() * (Q * 

Xi,f(t) − Xi,m(t)) 

8. Mm = exp (−fi,f / fi,m) 
ii. For each female Xi,f: 

9. Xi,f(t + 1) = Xi,f(t) + 2 * Mf * rand() * (Q * 

Xi,m(t) − Xi,f(t)) 
10. Mf = exp(−fi,m / fi,f) 

m. If egg hatches, then replace the worst male 

and female: 

i. Xworst,m = Xmin + rand() * (Xmax − Xmin) 
ii. Xworst,f = Xmin + rand() * (Xmax − Xmin) 

11. Check the termination condition 

a. If t > Max_Iter, then terminate the process. 
12. Return the best solution found. 

 

 

6. Proposed Methodology 
 

The proposed methodology (Fig. 4) aims to 
address the security challenges in IoT healthcare 

systems by integrating a robust dual-layer encryption 

architecture. This architecture utilises the bee swarm 

key generator and Speck cipher to secure patient data 
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from initial capture to prolonged storage. The 

primary focus is to ensure utmost confidentiality 

and security of patient information, validated 
through several NIST randomness tests that 

confirm the unpredictability and robustness of the 

cryptographic techniques utilised. 

The methodology consists of real-time 
monitoring of different physiological parameters 

through intelligent sensors linked to IoT, including 

oxygen, temperature and pulse oximeter sensors. 
The sensors collect a bunch of critical patient data, 

which are then transmitted to a Raspberry Pi. The 

Raspberry Pi serves as the primary node for data 

aggregation and preliminary processing.  
IoT sensor-level encryption using the Speck 

algorithm is used to encrypt the collected 

information to protect vulnerable healthcare data. 
Immediate encryption ensures that data sent by a 

sensor are securely communicated to a receiver, 

keeping all data safe from man-in-the-middle attacks 

and maintaining continuous privacy standards. 

Thereafter, these data are transmitted to the cloud, 
encrypted for safety and stored, making it available 

for healthcare providers when needed. 

One of the key features of this proposed 

methodology is promoting the security and integrity 
of the stored data through BC technology. This 

mechanism uses a decentralised ledger based on the 

BC framework to provide durable data storage. 
Patient data are stored on a BC keychain, ensuring 

an additional level of data privacy encryption within 

each block. The research compares the effectiveness 

of two cryptographic key generation methods: the 
bee swarm key generation and the snake key 

generation, evaluating their efficiency and 

robustness in securing BC-based remote patient 
monitoring systems. 

 
 

Fig. 4. Proposed Scheme 

 

 

The concept of the mesoscale swarm key 

generator is inspired by the swarm behaviour of 
bees, which enhances randomness and strengthens 

the security of the crypto keys used. This generator 

is matched with the SO method, which works for 
key generation processes using the strategic 

flexibility of snake motion. The integration of these 

two methods aim to generate highly secure and 
random cryptographic keys, protecting IoT 

healthcare data communications and data-at-rest 

from unauthorised disclosure, thereby preventing 

privacy concern or breaches under applicable rules 
or regulations. 

The methodology involves reinforcing access 

control to unify access permissions between sets of 
patients or families to enhance patients’ and 

families’ ownership of their data. This approach 

reduces the burden of access management, alleviates 
concerns about data leaks and prevents data from 

becoming obsolete due to malpractice. The approach 

suggests that each sensor data must be encrypted 
using lightweight block encryption and brought to 

the cloud as an anonymised version maintain 

confidentiality. This function serves as a privacy and 

confidentiality filter, ensuring that block ownership 
remains anonymous. 



 Saja Kareem Ismael                                                               Al-Khwarizmi Engineering Journal, Vol. 21, No.1, pp. 35- 48 (2025) 

42 

The goal of the study is to develop a robust and 

secure framework for gathering patient data, 

guaranteeing precise measurement and monitoring 
and improving healthcare delivery security by 

implementing a cutting-edge BC program. This 

dual-layer encryption, in addition to the new secure 

random key generator, is expected to significantly 
improve the security of patient data in an IoT 

healthcare environment. 

 
 

7. Experimental Results 
 
This section presents the results of testing the 

bee swarm key generator and snake key generator, 

both designed to enhance the security of BC-based 
remote patient monitoring systems. The 

experimental analysis had different themes, dealing 

with different sections of cryptographic security, 

including randomness, resistance to cryptographic 
attacks and computational efficiency. The results 

obtained from Table 1 show that both key 

generators passed the NIST randomness tests. 
However, the snake key generator proved to be 

significantly faster in tests assessing resistance to 

modern cryptanalysis and computational 
efficiency. This generator demonstrated strong 

randomness properties, as demonstrated by the 

frequency (monotonicity) test and cumulative sums 

test, which resulted in the snake key generator 

producing unpredictably generated keys, unlike the 

bee swarm key generator. The resilience of some of 
these keys to various cryptographic attacks confirms 

that the snake key generator produced keys with 

significant resilience to key recovering attacks. 

These keys can effectively thwart numerous 
common varieties of attacks, including most types of 

brute force and cryptographic hash function attacks. 

This aspect is essential, especially when handling 
health data, as patient information must be securely 

managed and protected. The snake key generation is 

also computationally efficient, exhibiting the lowest 

computational cost amongst the three whilst 
ensuring security. This efficiency is an ideal fit for 

IoT scenarios, where resources are scarce, and 

processing power is highly valuable. 
In summary, the key generators from the bee 

swarm and the snake present no practical flaws in 

terms of encryption safety. However, when 
comparing both, snake key generator outperforms in 

randomness, attack resilience and computational 

efficiency. The BC technology in question is 

considered the best fit for healthcare applications, 
encompassing nursing, telemonitoring, and patient-

centric healthcare apps. This effectiveness lies in the 

technology’s ability to encrypt health data in 
accordance with the necessary security and 

regulatory standards. 

 
 

Table 1, 

NIST randomness test results for speck cipher (Bee swarm vs snake)

 

The NIST randomness test results (Table 2) for 
the Speck cipher, after optimisation with the bee 

swarm and snake algorithms, provide significant 

insights into the performance and reliability of these 
cryptographic methods under different conditions. 

The tests focus on various aspects of randomness, a 

crucial factor in determining the effectiveness of 

cryptographic ciphers. 
In the frequency (monobit) test and the 

frequency test within a Block, both algorithms 

demonstrated random results with the Speck cipher, 

even though the P-values were higher for the bee 
swarm optimisation (approximately 0.65) compared 

with those after SO (around 0.42 and 0.48, 

respectively). This result suggests that both 
optimisers can maintain randomness, with the bee 

Swarm showing slightly higher randomness in these 

particular tests. 

The runs test, which assesses the randomness of 
sequences produced by the cipher, presented a stark 

contrast between the two. The Speck cipher 

optimised with the bee swarm yielded a P-value 

 Snake optimiser Bee swarm 

Test number and name P-value Conclusion P-value Conclusion 

Frequency (monobit) test 0.3587953578869416 Random 0.2888443663464849 Random 

Frequency test within a block 0.3587953578869416 Random 0.2888443663464849 Random 

Discrete Fourier transform 

(spectral) test 
0.24690699562474117 Random 0.7456027889274623 Random 

Non-overlapping template 

Matching test 
0.9999999999999729 Random 0.9999999556775546 Random 

Approximate entropy test 1.0 Random 1.0 Random 

Cumulative sums test (forward) 0.5998890627269671 Random 0.5754947715401479 Random 
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indicative of randomness (0.064), whereas the 

snake optimiser resulted in a P-value of 0.0, 

suggesting non-randomness and potential 
vulnerabilities in generating random sequences 

under the snake optimisation. 

In the discrete Fourier transform (spectral) test, 

both optimisers produced random outcomes, 
although the bee swarm’s P-value of 0.305 suggests 

a more robust randomness compared with the 

snake’s lower P-value of 0.014. This result 
indicates a marginal but potentially significant 

difference in handling frequency components 

within the encrypted outputs. 

The non-overlapping template matching test 
showed both algorithms yielding highly random P-

values, virtually indistinguishable from each other 

and close to one. This notion implies that both 
methods are highly effective in ensuring 

randomness in this aspect, with negligible 

differences between them. 
The cumulative sums tests (forward and 

backward) also demonstrated excellent 

performance for both algorithms, with P-values at 

or near the threshold. However, the results post-SO 
edged slightly closer to perfect randomness, 

indicating strong performance in ensuring that the 

sum of sequential random variables does not 
significantly deviate from the expected behaviours. 

Overall, although the bee swarm and snake 

optimisers effectively enhance the randomness of the 

Speck cipher in several tests, the snake optimiser 

shows particular strengths in the cumulative sums 
tests. However, the snake optimiser also exhibits a 

critical weakness in the runs test, suggesting an area 

where the bee swarm optimiser maintains superior 

performance. This mixed result highlights the 
nuanced performance differences between these two 

optimisation techniques when applied to 

cryptographic key generation, underscoring the need 
for careful selection based on specific security 

requirements. 

In Fig. 5, the image displays a user interface for a 

Firebase Realtime Database project titled 
‘saja333444’. This database is designed for storing 

and managing IoT results. The database entry for 

‘Patient ID: 56’ includes various attributes, such as. 
the first and last names, room temperature, body 

temperature, Spo2 level and heartbeat rate. These 

numerical values correspond to patient health 
parameters that are monitored on a real-time basis. 

The entry also contains fields, such as ‘current hash’ 

and ‘previous hash,’ which are be used for data 

integrity or versioning. The dashboard provides a 
unified, real-time, single point of view of the data 

acquired from the IoT devices and presents an 

integrated approach to healthcare monitoring 
technologies and cloud-based data management. 

 

 

 
 

Fig. 5. Real-time database 
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Table 2, 

Comparison with related work 
 

Related work Main focus Cryptographic technique 

Proposed Work Secure and lightweight cipher for IoT healthcare using 

snake key generation 

Snake key generator and bee swarm 

key generator 

Ogundokun et al. 

[11] 

Crypto-stegno framework for securing healthcare data in 

IoT 

Crypto-stegno 

Abdellatif et al. 

[12] 

BC-based healthcare solution for emergency response 

and remote monitoring 

BC 

Pandey et al. [13] Healthcare cybersecurity architecture using BC, DBN 

and ResNet 

BC, DBN and ResNet 

Veeramakali et al. 

[14] 

Cryptographic IoT security authentication scheme using 

OHE and DNN 

OHE and DNN 

Abd El-Latif et al. 

[15] 

Secure BC-based e-healthcare architecture using OPSO 

and ODNN 

OPSO and ODNN 

Cao et al. [16] Authentication and encryption system using quantum-

inspired quantum walks 

Quantum-inspired quantum walks 

Shankar et al. [17] BC-focused ICO specialised in cybersecurity using a 

random neural network model 

BC and random neural network 

model 

Mathews et al. 

[18] 

Improved Two Arch2 solution for scalability and faster 

BC time 

Two Arch2 

 

8. Conclusion 
 

A detailed examination of IoT healthcare 

security, BC application and cryptographic 
robustness in multiple stages illustrates the 

improved data security achieved using novel 

optimisation methods. Specifically, the SO method 
surpasses the bee swarm technique in several critical 

aspects, making it a beneficial selection for BC-

based healthcare applications focused on data 
privacy issues. 

The snake key generator demonstrated improved 

performance in important NIST randomness tests, 

notably the cumulative sums tests (forward and 
reverse), which measure the sum of sequential 

random variables. These results showed how snake 

maintains high randomness and unpredictability, 
effectively securing sensitive patient data against 

various cryptographic attacks. 

Furthermore, the SO strategy’s resiliency has 

shown growing robustness against possible 
cryptographic attacks. The keys generated using this 

method were virtually impossible to break within a 

short period (even for those that are longer function 
only because, even with the efficiency of current 

algorithms, the quantity of operations required to 

break the key is out of reach, making them resistant 
to common attack methodologies, including brute 

force and attacks against current cryptographic hash 

functions). In healthcare, ensuring the 

confidentiality of highly sensitive data is 
paramount. Furthermore, the snake key generator is 

computationally efficient, providing for leaner and 

meaner key creation whilst maintaining security. 
This factor is important in the IoT landscape, where 

computational resources are often limited. The key 
generator implemented in the snake can work in 

constrained environments, making it a valuable tool 

for IoT security. 
Although the snake key generator efficiently 

outperformed other routines in various tests, the 

runs test showed that its randomness is imperfect. 

This finding implies that even sophisticated 
iterations of the SO process may encounter 

problems. Addressing vulnerabilities is essential, as 

any security solution must be continuously tested 
against emerging threats and unforeseen scenarios. 
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 المستخلص
 

قييي يل الطبي إن دمج إنترنت الأشيييياي اي الرةاية الةييي ية  د طير الطريقة التي يتم بها مرا بة ال عايير الجيييييولويية، م ا يعبي بقيييك  كبير  درا  الت

تقنية البلوك تقين.  ورةاية ال رضى. ييتكقف هذا الب ث تطبيق تقنيا  التقجير ال تقدمة لتأمين أنظ ة الرةاية الة ية لإنترنت الأشياي، وخاصة من خلال
اي تعبيب أمان البيانا  داخ  إطار ة    ائم ةلى  -مولد مجتاح سيييييرح الن   ومولد مجتاح الأاعى  -يركب الب ث ةلى تقييم اعالية مولدي ال جاتيح التقيييييجيرية 

داي هذه ال ولدا  من حيث العقوائية، وال قاومة ل قارنة أ NISTالبلوك تقين ل را بة ال رضى ةن بعد. يجري دراستنا سليلة من اختبارا  العقوائية لـييييييي 

اي توليد ال جاتيح وتغطية للهج ا  التقييجيرية، والكجاية ال يييابية. تظهر النتائج أن مولد مجتاح الأاعى بقييك  ةا  يقد  أداي  أاايي  اي ا يتعلق ببيادة العقييوائية 

يانا  الرةاية الةي ية ال ه ة، وهو ياند رئيييي نظرا  لتعقيد أيهبة إنترنت الأشيياي، التي أمان أااي  لل يياحة التوييهية. يتبين أن هذا مناسيد يدا  لتأمين ب

 ركة بين النقطة التي  د تنق  بيانا  صيي ة ال رضييى ال ه ة. يغطي الب ث أياييا  بنية التقييجير قا  الطبقتين ال يييت دمة لتأمين البيانا  أنناي اليييكون وأنناي ال

إلى الت بين طوي  الأمد. هذا النهج ضروري لل جاظ ةلى خةوصية وسلامة بيانا  ال رضى، وهو أمر بالغ الأه ية لا ان يتم ي عها بواسطة ال يتقعر 

قجير الآمنة والجعالة الثقة اي أنظ ة الرةاية الة ية لإنترنت الأشياي. يهدف هذا الع   إلى أن يكون دراسة شاملة ومقارنة لتيهي  التطور ال يت ر ل لول الت

منية الجريدة لهذا ال جال قابلة للتوسع اي مجال الرةاية الة ية لإنترنت الأشياي، م ا يبري أه ية اختيار تقنية توليد ال جتاح الأ وى للتعام  مع الت ديا  الأوال

 الجديد.
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